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Chapter 1. Introduction

This section explains the purpose and software references of the ACTAtek External IP Smartcard Reader.

1.1. Purpose

ACTAtek External IP Smartcard Reader is a cost effective solution for Access Control and Time Attendance
product which allows users to access its record from any where, at any time and on any platform.

The primary objective of this document is to provide advance features of ACTAtek External IP Smartcard
Reader.

The secondary objective of this document is to help the user to troubleshoot the ACTAtek External IP
Smartcard Reader within the shortest time. So, after read through this training manual, user will become
more familiar with the functions and features of ACTAtek External IP Smartcard Reader.

1.2. Document Conventions
Input typed in a bold Arial font, and output using Arial. Comments are added in italics.

Command prompt and Source code looks like

main()
{
printf(“Hello World\n”);
}
1.3. Intended Audience and Reading Suggestion

This document is self-contained but assumes a basic knowledge of ACTAtek External IP Smartcard Reader.
Advanced customers can use this document to enhance their usage in ACTAtek External IP Smartcard
Reader, and resellers can use this document to enhance their customer’s needs.

1.4. Software References for this document

ACTAtek External IP Smartcard Reader Firmware Version

| Firmware Version actatek_1_00.0111 |

ACTAtek External IP Smartcard Reader 7
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Chapter 2. Product Overview

2.1. ACTAtek External IP Smartcard Reader Model num  ber

Model Number Description

Embedded SSL-Web Server with Smartcard

ACTA-ER[Model]-IP
Sample up to 10,000 users

Table 1. ACTAtek External IP Smartcard Reader Model Number

2.1.1. Legend (Smartcard Models)

Smart Card Model Meaning
ACTA-ERMF-IP External Reader Mifare - IP based
ACTA-EREM-IP External Reader EM - IP based
ACTA-ERHi-IP External Reader HID iClass - IP based
ACTA-ERHp-IP External Reader HID - IP based
ACTA-ERHba-IP External Reader Hybri - IP based

2.2. Warranty Note

Warranty Card MUST be mailed or e-mailed after you receive your ACTAtek External IP Smartcard Reader for us to
keep your unit(s) on our warranty program. Please keep the left side for your reference, and mail the right one to the
office you purchased your unit from. Warranty for a 1 year period is provided for free, for any extension, please consult
your sales agent for details on ongoing maintenance and warranty for your units.

Checklist

Please check that your ACTAtek External IP Smartcard Reader has come with the following, if anything is
missing, contact us at

support@actatek.com .

- ACTAtek External IP Smartcard Reader Unit

 Instructions CD Manual

« 100MBaseT Network Jack [for connection to network (hub/switch)]

« A 12V DC Switching Power Supply (Input: 100 - 240 VAC 50/60 Hz) w/ jack

ACTAtek External IP Smartcard Reader 8
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2.3. Setup Requirements
2.3.1. Operating System (For access via Corporate
Network)

«  Windows 95/98/2000/NT/XP/Vista/Win 7
 Linux Machines

« Unix Machine

« Apple Macintosh

- PDA

«  Smart Phone

2.3.2. Network Interface

+ 100MBaseT Ethernet (External Jack provided)
« RJ45 Cabling for Network Connectivity.

- Straight Network Cable (White cable, to connect to your corporate network via Hub/Switch)

« Crossover Network Cable (Black cable, to connect directly to your Computer)

2.3.3. Power Requirements
« A 12V DC switching power supply (provided), please do not substitute our power supply from another one

« [Each 12V power supply can only support ONE ACTAtek External IP Smartcard Reader, failing to do so
will void the warranty.

ACTAtek External IP Smartcard Reader 9
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Chapter 3. ACTAtek External IP Smartcard Reader
Structure and Connections

3.1. ACTAtek External IP Smartcard Reader Internal  Structure and
Connections

ACTAtek External IP Smartcard Reader back panel and ports

ACTAtek External IP Smartcard Reader 10
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3.2. Connection Detalils:

3.2.1. Door Sense

- System will alert user if each of the door sensors is closed for about 30 seconds.

» Alert stops when sensor is open.

3.2.2. Network

« Used to connect a RJ45 cable to the network which enables ACTAtek External IP
Smartcard Reader to be reached by Ethernet.

3.2.3. +12VDC Jack

» Power up the ACTAtek External IP Smartcard Reader with shipped switching power supply

« Make sure you have same rated power supply (12VDC, 27W) if the one provided is not
used.

3.2.4. Door Switch Mode

» Connect both ends of the external door switch to GND and DSW respectively.

« Door Strike will be connected once the door switched is triggered.

3.2.5. Door Strikes (NC COM NO)

» Opens a door
* NC - Normally Close, COM — common, NO — Normally Open

» Used for door strike. NO (normal open) is open circuit normally, and will be short circuit
when door is open. NC (normal close) is short circuit normally, and will be open circuit
when door is open.

**|t is required to install "diode" to counter back EMF from Door strike relay if you are going to install
IP Reader for Access Control purpose.**

3.3. Hardware Features:

3.3.1. Built-in reset button — reset to default IP address
« |P:192.168.1.200

a) Username: “A999”
b) Password: “1”

» Gateway: 192.168.1.254

ACTAtek External IP Smartcard Reader 11



ACTAtek Pte Ltd

3.3.2. Built-in hidden selectable switch reset to d

type of default schema.

* Reset Event log

* Reset database

* Reset default database

Reset Eventlog o :“I.ll
Reset Database b I[I}:l

Eeset Default
t \
Database =7 I::]l

top k

HHH
HHH

bottom

ACTAck

ifferent

Smart
card

g

A\

o

Above diagram shows how to reset Event-log, Database and Default database of the
ACTAtek External IP Smartcard reader without logging into the Web Interface.

3.3.3. 3 LED Status Indicator

\

LED indicator shows the behavior of the ACTAtek External IP Smartcard Reader.

2Beep
Blink Orange Orange (Successful)
o rosee 2 SEJ This diagram shows the behavior of
¥ —— the LED when device is reset.

O O O

ACTAtek External IP Smartcard Reader

Selectable
Switch
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Table guides on how the three (3) LED lights behaves in three (3) different colour.

Red

PowerlUp

Authenication Fail ®
Standby [ Ready

Reset Button (IP)

Jumper setting

System maintenance .
Network Offline

RTC chip (clock chip
not correct)

Firmware upgrade .

ACTAtek External IP Smartcard Reader

Green/Red

O
&

O blinking

Green
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Chapter 4. Web Administration

Introduction

ACTAtek External IP Smartcard Reader works based on the TCP/IP networking protocol and
web server technology, which allows for remote administration via any standard web browser,
e.g. Internet Explorer or Netscape Navigator. We have used Internet Explorer as our
demonstrative guide; it works the same way with Netscape or any standard web browser. For
gueries regarding this, contact us at support@actatek.com.

ACTAtek External IP Smart Card Reader permits for 4 access levels:

« Personal User

« User Administrator

« Network Administrator
» Super Administrator

Diagram 1l1a

Personal User

The personal user login only allows for users to check their attendance records, and view their
reports. No changes or maodification is admissible through this configuration option. This is for
employees who wish to check their attendance records or other reports generated by the
system.

User Administrator

The user administrator access level lists a different set of configuration changes that can be
made. More so, to pertain to HR or Payroll requirements. The changes can be made to
Access levels of different departments, addition and monitoring of job functions, reporting, as
well as, managing the employee list. Addition / deletion of employees can be done here,
restricting access to rooms for different employees can also be done by the user
administrator.

Network Administrator

The network administrator is in charge of system configurations, such as, networking settings,
terminal settings, clock setups, or password setups. Everything that involves technical
knowing will be done by the network administrator. This role is usually assigned to a tech-
savvy person, who is capable of making appropriate configuration changes and has basic
knowledge of networking setup and IT-related issues.

Super Administrator

The super administrator login combines the functions of 1 - 3, so the administrator is in charge
of the whole system, including technical and administration functionalities. This guide is
focusing on the Super Administrator usage which essentially cover all the functions.

ACTAtek External IP Smartcard Reader 14
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4.1. SSL Certification — Data Encryption

When http://192.168.1.200 (default IP Address of the ACTAtek External IP Smartcard Reader
unit) is typed on the address bar of IE or netscape or any other web browser, the login page
will appear. Click on “Secure” to login using secure SSL data encryption, so that ALL the
exchange of data is encrypted and secure.

Wehsite Certified by an Unknown Authority

Lnable ta verfy the identity of v hectrix.com az a trusted site.

£ Possible reazons for this error:
- r'our browzer does not recognize the Certificate duthority that izzued the site's certificate.
- The zite's certificate iz incomplete due to a server mizconfiguration.
-"rou are connected to a zite pretending to be v bechi com, pogsibly to obtain your
confidential infarmation,

Fleaze notify the site's webmaster about thiz problem.
Before accepting this certificate, vou zhould examine thiz zite's certificate carefully. Are

you willing to to accept thiz certificate for the purpoze of identifying the ‘Web site
g hectriy, com'?

| Ewamine Cerfifizate. .. |

() Accept this certificate permanently
(%) Accept this certificate tempararily for this session

() Do not accept this certificate and do not connect ta thiz web site

k., l [ Cancel ] [ Help

After selecting “Secure” login, the above screen will be displayed and to go on to login to view
the web interface of ACTAtek External IP Smartcard Reader, select either “Accept this
certificate permanently” or “Accept this certificate temporarily for this session”. It is
recommended to have the temporarily selected if you are not using your PC / laptop for this
http session, so that others cannot use this site without the proper authentication. Make the
selection and click “OK”.

If you do not wish to continue in secure mode, select “Do not accept this certificate and do not
connect to this Web site”, or simply click “Cancel”.

The login page will reappear, input the login ID and password, and login level to proceed.

ACTAtek External IP Smartcard Reader 15
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4.2.

S oserarews N -
&« C ff @ 192168.1.100/adminhtm

ACT Atek the worldwide leader in Web based technologies.

ACTAek

Terminal Status

Terminal Status

Model Number

Sarial Number
Firmware Version

FAM Version

Terminal Description
1P Address
Primary/Secondary Unit
System Uptime

Automatch Users
Current Status

Terminal Settings Total Flash Memory Size

Memory Free

Registered/Maximum Users

Last Time Server Sync Time

ACTAZer-1K-5M
00111DA0S002
actatek_1_00.0111

NO FAM

ACTAtek
192.168.1.100
Primary

8 Hour{s) 26 Minute(s)
1/1000

ofo

Online

Time Server Disabled
253.63M

227.06M

ACTAtek Pte Ltd.

The first page displayed, as above, will be the same no matter which login is chosen. It will
show a brief status of the terminal. The information displayed includes:

Feature

Model Number

The Model Number of your ACTAtek External IP Smartcard
Reader unit.

Serial Number

The Serial Number of your ACTAtek External IP Smartcard
Reader unit.

Firmware Version

The software version installed in the unit. For ACTAtek External
IP Smartcard Reader only Firmware version 1.00.0111 is
installed by default.

Terminal Description

A brief description of the terminal.

IP Address

The IP address assigned to the unit, Default: 192.168.1.200

Primary / SecondaryUnit

This will let you know if the unit you are viewing is Primary /
Secondary.

System Uptime

This informs you how long the system has been operating without
a reboot

Registered/Maximum

This informs you how many users are Registered and the

users maximum no. of users supported by the system.
Current Status The current status of the unit.
Memory Free The memory free on the unit.

ACTAtek External IP Smartcard Reader
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Chapter 5. Super Administration Guide

5.1. Overview

After logging in under Super Administrator (Default ID: A999, password: 1), the left panel will
differ from the other administrator(s), as can be seen below. All options will be available for
configuration and modification of the system and user configurations.

£ C M | ® 192.1681.100/adminhtmi bd 8

ACTAteK The wortdwide leader in Web based technologies

Terminal Status

ACTAZer-1K-SM
00111DA05002
actatek_1_00.0111

NO FAM

Terminal Description ACTAtek

1P Address 192.168.1.100
Primary/Secondary Unit Primary

System Uptime 8 Hour(s) 26 Minute(s)
Registered/Maximum Users 1/1000

Automatch Users olo

Current Status Online

Last Time Server Sync Time Time Server Disabled
Total Flash Memory Size  253.63M

Memory Free 227.06M

ACTAtek Pta Ltd.

The System Administrator is usually the person that takes charge of the whole system, which
includes the networking and technical side of things, as well as the HR and administration
side. The Super administrator option is either a top executive who has control over the
company data and knows the technical aspect too. Moreover, for small companies the roles of
both the User and Network administrator(s) may be combined to one, and this is where the
Super Administrator comes to play.

ACTAtek External IP Smartcard Reader 17



ACTA

From the left panel, the user administrator will be able to choose from the following:

5.1.1.

1. Log off

No o~ DN

Terminal Status

5.1.2.

Attendance Report

Daily Report
View Event Log
Add Event Log
View User List
Add New User

Departments

5.1.3.

Access Groups

2. Triggers

3. Holidays Setting

No o~ DN

5.1.4.

Terminal Setup

Authentication / Log Setup

Terminal List

Access Client Setup

Door Open Schedule

Connection Profile

Terminal Clock

ACTAick

Terminal

- To log off from the system
- To view the overall terminal status

User Administration

- To view the attendance report of users in the sys
tem

- To view the daily report of users in the system

- To view the event log of the users in the system
- To add an event log in to the system

- To view the list of users in the system

- To add a new user into the system

- To view the list of departments or add a new

department

Access Control

- To view or modify existing access groups or add a
new group

- To view or modify the trigger list.

- To setup the systems for recognizing holidays for
unique settings.

Terminal Settings

- To view modify the terminal settings, e.g. IP /
Gateway.

- To setup the behavior of authentication log.

- To view the list of terminals connected.

- To setup the ACTAtek to the Access Manager
- To view or modify the door opening schedule.
- Use for manual Agent configuration.

- To view or modify the terminal clock settings.

ACTAtek External IP Smartcard Reader 18
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5.1.5. Terminal

1. SMS Service -To setup the SMS service

2. Alert Log -To setup which action gives out alert log

3. Syslog -To enable the remote system log

4. Backup System Data - To backup the system data.

5. Restore System Data -To restore the system data from a previous
setting

6. Ei(rjmware Upgrade - To upgrade the firmware provided by ACTAtek

td.

7. Download Report -To download access log report in Excel or Txt
format

8. Remote Door Open - To open the door using the web interface.

9. Reboot - To reboot the unit remotely.

The above is a brief overview of what the features on the left panel are for, in the next session,
you will be able to understand in more detail what each function does, and how to set up your
ACTAtek External IP Smartcard Reader and manage the system settings.

ACTAtek External IP Smartcard Reader 19
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5.2. User Administration

5.2.1. Attendance Report

Under User Administration, select the option listed as “Attendance Report”, by clicking this
following screen should be displayed:

s T
| = || [ http:/1921681100/admin.html
Skdll

& -

B tos iael ] ie

Wask) Visk? | ¢ [Feceboo

Terminal b

Period From To

Time Today =l or [Zonzlw0=] [=l o[ 0=] =l
Department
Others
Fill in the form to filter the report, or leave it blank for a full report | Sesrch
_| Formar [T [+] Expon

u stral
A
T S

Reports 0 of 0

No record found.

Terminal Rephrtsra

9 by ACTAtek Pte Ltd,

This report will give you a summary of the IN/OUT of any given user (up to 10 sets of IN/OUT).

There are 4 different searching options available to view the Attendance Report which include
"Name", "User ID", "Fixed Period" or "Specific Range of Date" and "Department".

The information that can be viewed as "User ID" followed by "Name", "Date", "Day of
Weekday", "IN/OUT Time" and "Total Working Hours".

You get an overview of the Total Hours worked by any given employee on any day, provided
the event logs haven't been deleted. This information can then be exported to Excel or text
files.

ACTAtek External IP Smartcard Reader 20
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5.2.2. View Event Log

Under User Administration, the first option listed is “View Event Log”, by clicking this following
screen should be displayed:

Event 1-5of 5 EL R -1
User ID MName Department Date Time - Event Terminal Remark

1 123 -- General 2011/10/03 10:43:30 IN ACTAtek #SMC[SN:3EAAFOFS)#
2 A333 -- General 2011/ 10/03 10:41:20 IN ACTAtek #5MC(SN:2BDDBCE0)#
3 123 General 2011/10/03 10:36:36 IN ACTAtek #SMC[SN:3EAAFOFS)#
a 123 -- General 2011/ 10/03 10:34:48 IN ACTAtek #SMC[SN:3EAAFIFS)#
5 A999 -- General 2011/10/03 10:06:51  REMOTE DOOR OPEN ACTAtek #RDOOR#

Event 1-5 of 5 CC > B>

There are 6 different searching options available to view the Event Log which include “User
Name”, “User ID”, “Department”, “Event” , “Period” or specify the “Dates To & From”.

The information listed by an event log is “User ID” followed by “Name”, “Department”, “Date &
Time”, “Event”, “Terminal”, “Capture Image” and “Remark”.

The Remark column shows how the user has gotten access Smartcard. It shows the login ID
for Smartcard number by card. If the Log Unauthorized Event is enabled, you can see the
smartcard serial number in 8 digit if the unknown user tried to gain access.

To sort the list, click on the column header, for instance, to sort by Event, click on the column
header “Event”, which is in blue, and the list will be sorted in alphabetical order. By default, the
displayed list is sorted by Date/Time.

5.2.2.1. Deleting Event Logs

To delete event logs, click the drop-down menu at the bottom of the page, and you have an
option to clear logs that are older than the available selection time. These are “this week”,
“last week”, “this month” and “last month”.

5.2.3. Adding An Event Log

There are many times when a user forgets to clock in or clock out from their terminal. This
option is especially introduced for Administrators to make the export of the data more accurate
so that it can be easily handled by any payroll system without much hassle.

Only User Administrators and Super Administrators have the power to add/modify an event
log, which could cause changes to the report and must be treated carefully. The following
shows you how to add an event log into the system.
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Add Event Log

Event Log Details

User ID

DateandTime | 2011 [«]| 10[=] 3 [+] (yyyy/mm/dd)| 10[+]| 53[+]| 58[+] (hh:mm:ss)
Event IN E

Terminal E

@ pisable Enable
Custom Remark Message:

Character(s) Left:

Add Reset

Select “Add Event Log” under User Administration from the left of your screen, and the above
screen should be displayed.

Enter the Employee ID for whom the event is being added, and enter the Date & Time in
yyyy/mm/dd & hh:mm:ss formats. Select the Event & Terminal being added from the drop
down menus. Select the radio button “Enable” to add a remark to this event log entry
(optional).

Click “Add” to append the event to your unit or “Reset” to cancel any changes made. Once
Add is successfully completed, the confirmation message “Add Event Log Successful” should
appear in red.

52.4. View User List

To view the users already enrolled in the system by smartcard, click on “View User List” under
User Administration from the left column.

User List

Last Name First Name User ID Departmant Access Group

= [=] [ Search

*SMC Type: M:Mifare Card C:Contact Card L:Legic Card B:Barcode Hp:HID Prox Card Hi:HID iClass Card E:EM Card Fe:FeliCa
Card Hb:Hid CEPAS Card

User 1-2 of 2

<< <1>>>
= UserID LastName FirstName Other Name Active FP *SMC PSW A/M  A/MGROUP IN/OUT
&} 1 123 -- -- - - - M ¢ - ¢ IN

2 Aggg = = = .
Select All | Deselect All
User 1-2 of 2
Deactivate || Activate || Delete

s <1>>>

There are 5 different searching options available to view the User List which include “Last
Name”, “First Name”, “User ID”, “Department” or “Access Group”.

The information listed in a user entry is “User ID” followed by “Last Name”, “First Name”,
“Other Name”, “Active, FP”, “SMC”, “PSW”, “A/M” and “IN/OUT".
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Description of Information displayed:

i Active The Status of the User: Black —Active , Grey - Inactive

ii. FP Whether Fingerprint is an available authentication
option.

iii. SMC Whether Smart Card is an available authentication
option.

iv. PSW Whether Password / PIN is an available authentication
option.

V. A/M Whether Auto-match is an available authentication
option.

Vi. In/Out Whether the user is currently In or Out of Premises.
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52.4.1. To sort:

To sort the list, click on the column header, for instance, to sort by Last Name, click on the
column header “Last Name”, which is in blue, and the list will be sorted in alphabetical order.
By default, the displayed list is sorted by ID.

5.2.4.2. To Delete/Deactivate/Activate Users:

To delete users from the system, you can select the checkboxes on the left of the ID under
User List. If all the users need to be deactivated/deleted/activated, click the “Select All” to
check ALL boxes. To cancel the selection, click on “Deselect All”. Once selected, click the
respective buttons at the bottom of the page, as shown below.

User List

Last Name First Name User ID Department Access Group

[=] [=]| Search
=SMC Type: M:Mifare Card C:Contact Card L:Legic Card B:Barcode Hp:HID Prox Card Hi:HID iClass Card E:EM Card Fe:FeliCa
Card Hb:Hid CEPAS Card
User1-2 of 2 R
= UserID Last Name First Name Other Name Active FP *SMC PSW A/M  A/MGROUP IN/OUT

1 123 = = S . . M : . : IN

3 Ag9g -~ -- —- . . . =
Select All | Deselect All
User 1-2 of 2 L

Deactivate || Activate | Delate

Once deleted, the user will no longer be in the system and all their relevant information will be
removed from the system, so make sure you really want to delete them before carrying out the
process. Deactivation can take place if users or employees are no longer required to use the
system for a period of time to prevent unauthorized access to the premises. Once you
deactivate a user, the dot in the column “Active” will appear grey. To activate them again,
check the box next to their ID and click “Activate”. This is a lot more flexible than deleting a
user, since it will keep the user in the system but just restrict access for the specified time.
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5.2.5. To Add New Users

There are 2 ways of adding users to the system; you can either add them directly at the web
interface, or at the terminal. We have already discussed how to add a user at the terminal (in
Section 5.2), now let us look at how to add a user directly from the web interface.

5.25.1. To Add A New User:

Click on “Add New User” from the left column under “User Administration”, the following page
will be displayed:

€ 2 || [ | http:/192.168.1.100/admin.html

\ B
@! - ‘ @ snmp

Eﬁ Nlsizatifisiee) I,;| -

ic 1+ NENEERTEon 0 Vo LT ube B Weathe

ACTAteK The worldwide teader in Web based rechnologies.

Add New User

User 1D

Last Name

First Name

Other Name [

Admin Level [User [=
Enter Password

Note: Please leave it blank if you don't want to change/add the password.

[ caneral/Ganaral staff
[T ceneral/Manager

[7] Admin/General Staff
[F] Admin/Manager

[7] engineer/General Staff
D Engineer/Manager

[Tl K.R./General Staff

izt ]
Terminal [T bR /Manager

[7] Marketing/General Staff
[Z] Marketing/Manager

[ production/Genaral staff
[7] production/manager

[ sales/General staff

[ sales/manager

[ eneral
[ - Register | £ Admin

|:| Engineer

Enter the User ID, Last Name, First Name, Other Name, Admin Level and enter the password
in the following field. Check the relevant boxes for the relevant Access Group, this will limit or
give them access at different times or doors, depending on the configuration made.

Assign the Department for the user accordingly. Select a desired fingerprint security level
which ranges from Low — Normal — High — Highest. This selection affect only to the ID match
ONLY and does not affect to Automatch feature.
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Select the status of the user, whether they can use Auto Match or Password, and click “Add”
to add the new user.

Bt S
[ Marketing
[l production
[ Sates
m;‘aﬁ'“' Level | o [=]
Status V] active || AutoMatch | Password
@ pisabla (' Enabla
Expiry Date

*Click calendar icon and select date/time

Support Agd || Clear

ACTAtek Pte Lbd,
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5.2.6. Departments

This option under User Administration can be used to Add new departments, modify existing
departments or delete them.

5.2.6.1. To Add a New Department:

Click on “Departments” under User Administration from the left column. Enter the Department
Name, and description and click “Add” to append the department to the existing list.

(€ )2 || D htepy/1821681200/admin it = C‘l?'"

@7 - | Qsnmp ) | sowen - | - G2 - (-

ACTAteK The worldwide leader in Web based technologies.

Departments
Department List
Department 1-7 of 7 <<€l
|:] ] = e [ , SO
1 General General
o Nz Admin Administrator
= 3 Engineer Engineering
M % HR. Human Resources
E s Marketing Marketing
i B Production Production
I Sales Sales

Department 1-7 of 7 <<€l

1-2009 by ACTAtek Pte Ltd.

5.2.6.2. To Modify Existing Departments:

Click on the Department ID, which will fill in the blanks above and make any changes, after
which, clicking “Modify” would confirm the maodification, or “Reset” to abort the modification.

5.2.6.3. To Delete Existing Departments:

Select the check boxes of the Departments to be deleted, once selected, click “Delete” to
remove them from the list of Departments, or “Clear” to abort the deletion. Please note
deleting a Department will cause its underlying Access Groups to be deleted too.
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5.3. Access Control

5.3.1. Access Groups

An Access Group allows for users to be given standard access for the workplace. Different
departments may have different access rights and some corporations have employers who
are on shift duties, and may need different access levels for each shift, depending upon their
time of entry and exit from the workplace. To fasten the procedure of giving access rights, it
can now be done for groups, instead of individuals to simplify the process and give it more
transparency. This option can only be configured by the User Administrator or the Super
Administrator.

5.3.1.1. To View/Delete Existing Access Groups:

Click on “Access Groups” under “Access Control” from the left column, which will display the
following page:

(€ )2 || O ntpy192168.1100/acmin il e B E

& - C

Aarrieinh ‘-. ouTube z Weather: m CMN - T FunGa

Department

[ [seseen |
Access Group List
Access Group 1-14 of 14 << <l
- 1 Caital General Staff
O 2 General Manager
] 2 Admin General Staff
O 2 Admin Manager
= 5 Engineer General Staff
IO ] Engineer Manager
B 7 HR General Staff
(] 8 HR. Manager
|l g Marketing General Staff
Il 10 Marketing Manager
|} 11 Production General Staff
& 1 Production Manager
B 13 Sales General Staff
I 1 Sales Manager

Select All | Deselect All

Access Group 1-14 of 14 <€ €l x>

29 by ACTAtek Pte Ltd.

You can search the access groups by Department, and click “Search”.
To Delete the Access Group(s), check the relevant box and click “Delete”, or use the “Select

All" option to select ALL the access groups; or use the “Deselect All” option to clear the
selection.
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5.3.1.2. To Add a New Access Group

Under “Add Access Group”, select the relevant Department from the drop down menu and
input the name of the access group being added, and click “Add”.

5.3.1.3. To Modify an Access Group

Click on the access group number to view the Access Group. There are two parts in this
page.

&2 | D) hite://192.168.1.100/scrin el G EE

ACTALteK The worldwide leader in Web based technologies.

RS Access Groups

5 Modify Access Grou
User Administration ¥ 3

Access Group Name | Marager
Department Swes ]
Mgty

|| AccessRightID Terminal Name QuickAccess
Select All | Deselect All
De'stz Acosss Right || Ad Access Right

Access Control

by ACTAtek Pte Ltd.

Support

The top part display the Access Group Name and associate Department. This can be
modified by renaming the Access Group Name and/or assigning to a different Department.

The bottom part shows a list of Access Right exist under this Access Group.
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5.3.1.4. To Add a New Access Right

Click on “Add Access Right”. Select which terminal this access right is for and whether Quick
Access (Smart Card Access) is enabled or disabled for it. Click on “Set Terminal” for proceed,
as shown in the following page.

€ )2 [0 | hetp//192168 1300 aciriinntal - l[*3- cooie

A= L
ACTAteK The worldwide leader in Web based technologies.

Add Access Right - Set Terminal

Acess Group Manager / Sales
Terminal ACTAIk ]
QuickAccess | Disstie [= |

Sat Terminz!

ACTAtek Pte Ltd.

erminal Scttings

On the next page select the days applicable for “Day”. Check “Always” will apply to all days.
Then select the “From” and “To” time this access right is either enabled or disabled. (Disabled
access means nobody is allowed access to the unit from the relevant access group. Each
user is assigned an access group when they are added into the system.)

Once the timings are assigned, select whether the access is enabled / disabled in that period,
and select “Set Time” to confirm.
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\(_-/ | L\ http://192:168.1.100/ admin, kitm| - Q'H'." Google

ACTAteK The worldwids leadr in Web based technologies.

Access Groups

Add Access Right - Set Time
[Set Terminal Successful]

Access Group Manager / Sales
Terminal  ACTAtek
QuickAccess  Enable

| oo [oi Jo2 Jo2 fos fos Joe o7 Jos oo Jio [ii Jiz [i2 [is WS Jis o7 Jia Jio oo [ai [22 [z
Sun: iRl e e [Wile e e o El e Hles Bl Blee MElee e Bl BEee Bl
Mon [§ille» Elliee Hale- B .

Toe &8 oo &
Wedjas oo o

.
.
e @d oo mce @
.

Thu sa ee 80 ee o .

.
.
ceBs oo an e
.
.

s 0 0 0
o e 0

s 0 0 0
o e 0

Hol 88 es 88 s 8alae
# Enabled » Disabled
Sun Mon Tue Wed Thu Fri Sat Hol Everyday

: (= O v sl
= From To
e o] (] [ (B
Set Eratie [=]

S=tTime

‘Submit & Create Another Acoess Right || Submit Acoess Gioup

¢ by ACTAtek Pte Ltd.

By default all access is disabled.

You can now either add another time setting for the same access right by select “Set Time” or
create another Access right by selecting “Submit & Create another Access Right” and repeat
the above steps, or confirm this access group by clicking “Submit Access Group”.

5.3.1.5. To Delete/ Modify Access Right

To delete any access right, under the Modify Access Group page, check the relevant box then
click “Delete”. If all access rights are to be removed, click “Select All” then click Delete to
remove them from the system, or click “Deselect All” to undo the selection.

To Modify the Access Right, click on access right number under “Access Right ID".
The information that can be modified includes:
Quick Access: -Whether smart card option can be enabled.

The Access Time: -From what day to what time this Access Group is allow to access
to the terminal.
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5.3.2. Triggers

5.3.2.1. To View or Modify Existing Trigger List

The “Triggers” option under Access Control shows you a number of different triggers preset
into the system; this is for easy monitoring of attendance and other options. To view the list
of triggers in the system, click on “Triggers” from the left column under Access Control.

To view or modify the details for the relevant trigger, click the “Trigger ID” on the left of the
Trigger Name.

\(_-/ ] hitp://1021681.100/adrwin bt I - |48 Googie
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E17 Fi7 E28 Fi3
F18 Fi8 E30 F3g
F19 Fi9 F40 F40

View Log View Log
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The Trigger status and description will be synchronized to all primary and secondary
terminals. It may take a short while to synchronize all primary and secondary terminals status.
A new secondary terminal joining a primary will initially copy the information from the primary
unit's schedule. Users can then set each terminal's trigger schedule individually.

Setting a Trigger schedule will save the punch with that Trigger name. It has no relation with
Access Groups.

This will display the following page that shows the time settings for the trigger,
grey dots stand for disabled, while the black dots stand for enabled.
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(€ @ || O | itp://192:3681 100/admin.htmi -/ [48- Googie
e — —_— = —
ACTAtekK The worldwide leader in Web based technologies,
e " £ P
. Eio Fin E31 F31
F11 F11 E32 F32
F12 F12 a3 Fa3
F13 F13 F34 F24
F14 F14 E35 F35
F15 F15 E36 F36
E16 F16 E37 a7
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. Fig Fi8 F3g F3g
e s =
= View View Log
Reset All Trigger Scheduls
erminal Settings Trigger Details
. [Set Trigger Time Successful]
Trigger out
Trigger Name | OUT | Max. 8 characters

EnablefDisable @ gpable | Disable

| Modify

rerminal W ooloxfozlos os osloelozloslosfio Jii Jiz iz s Jis lie iz Jia  lis Jeoleseales)
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Trigges | IN_ [+]
Sun Mon Tue Wed Thu Fri Sat Hol Everyday

U i i s A s A

From Ta
Time [0a[e]:[ 0[] [mE]: =]
Set Enatie [i=]
SetTime

To modify the time settings & other information for the relevant trigger displayed,
The information to be modified includes:

Trigger Name - Display name for the Trigger.

Day - The days for the setting to be adjusted.
From (Time) - Select the onset of this trigger.

To (Time) - Select the end of this trigger.

Set - Set whether to enable or disable it.

To confirm the change, click “"Modify” to set the Trigger Name and “Set Time” to
update the schedule.
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5.3.3. Holidays Settings

The Holidays Settings option is for companies that have unique access rights or
options for those days. Holiday setup can be done from “Access Rights Control” by
clicking on “Holidays”, which will show the following screen:

(&2 [0 hitpy/192:168 1200 2dmin o) -l 48 Googte

ACTAtek The worldwids leader in Web based technologies.

Holidays

User Administration Company Holidays(yyyy/mm/dd)

Click to remove date from holiday list

<<2010  Select Months 0o, 2011 =] 20123
Ssun || Mon |[ Tue wed Thu || Fri Sat
1
2 3 4 5 e || 7 B
3 10 11 12 1z 14 15
16 17 8 19 20 21 7
23 || 24 || =25 26 || 27 || =8 23
20 N
Click to add date to holiday list
Date of Holiday[yyyy/mm/dd): Agd

o by ACTAtek Pte Ltd.

To add a new holiday, either click on the calendar to find the dates to add. Or
type out the date in yyyy/mm/dd format and click “Add"”.

To remove holidays, click on the holidays already in the list and they will be
automatically removed from the system.
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5.4. Terminal Settings

ACTAick

54.1. Terminal Setup

To make any system configuration changes to the system, click on Terminal Setup under
“Terminal Settings” from the left column. All system changes that are technically related will be
available from this option for the network administrator.

L€ | [ | bttp://192. 3681100/ acimin.htm

= Cﬁ‘-‘" Google

e

ACTAteK The worldwide leader in Web based technologiss.

Terminal Setup

Network Settings

Terminal 1D o

Serial Number 00111DA05002
Terminal Description |ACTAIsk

e @
Strike 1 Option - Disable @ Access Granted
Relay Delay |5 | sec (1-20)

IP Address ) pHep © static 1P Address: | 152.162.1,100
Subnet Mask |2ss 2552550

Default Gateway  |:52183.11

DNS Server [1e2.188.1.29¢

Miscellaneous

Terminal Mode 2 stand Alone @ Access Manager

1P Address: Part: |30
Network Camera = =

Manufacturer: Axis ¥ Model: Axis 2100 -
Language English x
Webserver Part |30 |{80, 1024 - 65535)
Allowed IP @ pisable ' Enable - (e.g. 192.168.1.%)
SMTP Server [ ]
Submit | | Resat

ACTAtek Pte Ltd.

The options that can be changed include Network Settings & Miscellaneous Setting:

Terminal Description
IP Address

Subnet Mask
Default Gateway

DNS Server
Terminal Mode
Door Strike 1 Option
Relay Delay
Network Camera
Language

Webserver Port
Allowed IP

ACTAtek External IP Smartcard Reader

- The Description of the terminal

- The IP Address of the terminal (Dynamic or
Static)

- If DHCP, it will be automatically inputted.

- The address for it to be connected over the
internet.

- Used to map names to IP addresses and
vice versa.

- If you choose Access Manager mode, you
will be able to connect this unit to the Access
Manager.

- Setting for Door Strike connectors.

- This will keep the door open for the
seconds specified.

- To enable external network camera during
Remote Door Open.

- This option lets you select between various
languages.

- Specify other port to use for the webserver.
- Restrict IP address(es) to access this web
interface.
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SMTP Server - SMTP Server for outgoing mail sent by the
unit. Server with SMTP_AUTH server is not
supported.

5.4.2. Terminal List

The “Terminal List” option under “Terminal Settings” can be used to view the list of terminals,
and their respective name, type, serial number and IP Address, as shown below.

s | [ hitp://192.168.1.200/admin html - C‘H-‘I* Google Alif

ACTAteK The worldwide taader in Web based technologies

Terminal List

No. ‘Description Type erial No. IP Address Camera Door Last Updated To Secondary Backup
1 ACTAtek Primary 00111DA05002 192.168.1.100 Camera Unlock Door =

Server List

No. Endpoint URL Connection ‘Send Log Status Last updated Time Profile

v ACTAtek Pte Ltd,

This will show all the units in connection with this unit, including all secondary and primary
units connected through the network. Also, the Camera and Door can be viewed / unlocked
from this page respectively. This link only allows for HTTP connection via Port 80.

5.4.3. Door Open Schedule

The Open Door Schedule is a feature to control the open access to the door entrance. Fill
out the parameters in the page to set up the time for the open access time of the door
entrance.
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\E-/— | [ | nttp:/192.1681 200 sdmin.htmi L - C'H-']f Google P]

ACTAteK The worldwide lsader in Web based technologies.
rerminal |
Euhine Open Door Schedule

1 ACTAtak Primary 00111DA05002 192.168.1.100

Enable the following option only if you are connecting a FAIL SAFE type lock or a MAGNETIC lock!

Add Door Open Schedule

ccess Control

Schedule of Door No. 1

1 Jo: oz [o3 Jos Jos Joa o7 Joa Joo so 13 11z i3 ia i o (1o s 139 o Joa Jo2 [os |

B

erminal Settings Mon &

Hol @8 sv @oe @R oo Baos B cefassefaosnnoe fales fave@ooeiaoe
= Enabled = Disabled

Sun Mon Tue Wed Thu Fri Sat Hol Everyday

M DD ODDODBODBEOE

From To
| time  [m[e]:[w[=]- [0[s]: (=[]
ST (e ]

Mody Door Open Time

Support

ACTAtek Pte Ltd,

54.4. Terminal Clock

The “Terminal Clock” can be modified according to the region you are in. It is extremely useful
to have a correct timing for all time attendance purposes or for reporting purposes since that's
the time the system will record for any access.

- C'H'._' ~ Google

& 2 || [ http://1921683 100/admin.html

A CTAteK The worldwids leader in Web based tachnologies.

5
- Terminal Clock
Date | Cywyy/mm/dd)
S (hbusiniss)
New Date {yyyy/mm/dd)
New Time (hh:mm:ss)
i on @ off
Depa its Auto Adjust "gp" - Automatically use your PC date/time to adjust
ek taniral "OFF" - Manually type in the date/time
SstTme
Time Zone | (GMT+03.00:00) Srgapars =
Terminal Settings -
7] Modify
OR @ Set
DST Setting Julian date Month  week day time
Starting = [
Ending

[ClEnable sNTP

Server Name
Nate: You must set the time zone correctly in order ta synchronize with an SNTP server.

ACTAtek Bta Ltd.

If the SNTP (Time server) is enabled, then the ACTAtek External IP Smartcard Reader will
follow the time of the local time server, either provided by the government or other authorities
in the region.

If the SNTP is disabled, the ACTAtek External IP Smartcard Reader will either have to follow
the time on the PC or a time can be set for the device according to the local time settings.

To let ACTAtek External IP Smartcard Reader to follow the time on the PC, select “On” for

Auto Adjust. To disable this auto adjust, select “Off” and the time setting will be available for
users to input the “New Date” and “New Time”.
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Also, time can be set according to regional Time Zones as presented here.

Click “Set” to save any modifications made.

ACTAtek External IP Smartcard Reader

ACTA
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55. Terminal

5.5.1. Backup System Data

Backing up is an essential part of any computer parts or Internet Appliance. It can provide the
added security and flexibility that is needed for these devices.

With the Backup System Data feature, the system’s configuration files can be saved, so as
the user data. In general speaking, the user information, event logs, access group, and
triggers will be saved during the backup. In that case, it could help the units share the
configuration with different devices in the network, or rollback to a previous setting when
something goes wrong with the system.

To backup the system configuration, click on “Backup System Data” under Tools from the left
column of options.

(€= D | [ | http://192168:3.200/ sdmin.hitmi
A

| Downisad

19 by ACTAtek Pte Lid,

Once selected, click “Download” to download the data on to the PC. The system will then
prompt to save the file in the PC, click on the specified location and save the file.

ACTAtek External IP Smartcard Reader 39



ACTA ek Pte L td ACTAck

5.5.2. Restore System Data

Once backup is complete and the changes made to the system since the previous backup
caused the system to work improperly or malfunction, you can always rollback to the previous
setup by selecting the “Restore System Data” option under Tools in the left column.

& (] | http://192.168.1.100/acmir. it -|c )[4 - coogt
Rpes )

ACTAteK The worldwide leader in Web based technologies
ferminal |
Restore System Data

Upload the system data file:

ACTAtak Dte Ltd.

Click “Browse” to locate the specified file, once located, click “Open”.

Then click “Upload” to upload the file back into the system for the previous configuration to
take place.
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5.5.3. Firmware Upgrade

Firmware releases will be carried out on a regular basis, first with a monthly release, then
guarterly and then an annual release.

ACTAtek will continue to add new features to its unit and have a monthly firmware upgrade to
include those features for our clients.

To upgrade your unit with the latest firmware, click on “Firmware Upgrade” from the left
column under “Tools".

& )% || [ http://192168:.300/admin.html - | 8- Google
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Firmware Upgrade

Current Firmware Version actatek_1_00.0111
Upgrade Count 1

Upload Firmware:

[ rowse.

ACTAtek Pte Ltd.

Click “Browse” to locate the firmware (once downloaded to your machine from our website).
Click “Open” once the file has been located, and “Upload” to upload it to your system. You will
then be prompted to upgrade your system, this should take a couple of minutes. Once
upgraded, please do reboot the unit to take effect the new firmware.

Also from this page, the current firmware version can be seen, and the upgrade count is also
available to show you how many times the system has been upgraded, for your reference

purposes. Once upload is clicked, the system will install the new firmware and your system will
reboot automatically to let the new changes take effect.

5.5.4. Download Report

The Download Report option allows for easy download of attendance reports of employees in
excel (CSV) or text format.

Reports can be downloaded by various different options, as shown below.
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| € || [ hitp://192168.1200/ adrminhtml
il

-.C‘ﬁv Google

ACTAteK The worldwide leader in Web based technologies.

Download Report

User Administration —
Hame

Period From
Time & o [2]3
Department Event
Der Others
Format
Report ™= [=]

Fill in the form to filter the report, or leave it blank for a full report

Reports can either be downloaded by:

User Name

User ID

Department

Period

From/To (Date yy/mm/dd)
Event

Format — CSV or Text

Click “Download” for the report to be downloaded to your system for

management purposes.
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5.5.5. Remote Door Open

Most organizations or corporations or even small business have visitors coming in and out for
meetings, or to drop parcels, etc. Those visitors are not enrolled in the system since they are
not part of the company’s payroll or should not have access to the office at odd hours.

For these reasons, the Remote Door Open feature comes in handy since visitors do not need
to be enrolled in the unit to gain access, but the reception or someone near a computer can
simply open the door using this feature, which enhances flexibility and convenience of the
system.

To open the door remotely from any computer, click on “Remote Door Open” under Tools,
which will display the following page:

f/ 3 [ hittp:/7192168.1.100/dmin.htmi i R

A CTAtek The worldwide leader in Web based technologies

Remote Door Open

Are you sure you want to open the door?

Cipar The Daar
Capture Network Camera Image

Mo Network Cam Found

ACTAtek Pte Ltd.

Once selected, click “Open the Door” to open the door remotely. If successful, the message
“The door is opened” will be displayed.
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5.5.6. Reboot

To reboot the ACTAtek External IP Smartcard Reader remotely, the 'Reboot' option can be
selected.

- AL
ACTALek e
m—

| [ http://192.168.1.100/admiin,htrm| - ‘c‘i-‘lv Googie

idwide leader in Web based technologies.

Are you sure you want to reboot the unit?

User Administration

Rehost; |

ACTAtek Pte Ltd,

Terminal

Click on the 'Reboot’ button to reboot the unit.

ACTAtek External IP Smartcard Reader 44



ACTA ACTAck

Chapter 6. Registration External IP Reader
to Access Manager

This Chapter is to guide you on how to setup/register the External IP Smart Card Reader to
your Access Manager Lite or Suite.

6.1. Setup to Access Manager Mode

To enable the Access Manager Client function on the Terminal Settings.
1) Go to Terminal Settings->Terminal Setup
2) Under the Miscellaneous->Terminal Mode.

3) Select “Access Manager” then click on “submit” button.

Once submit the External IP Smart Card Reader Terminal settings will appear as per sample
image shown below:

= ‘ Miscellaneous
1 |

Terminal Mode ) Stand Alone @ Access Manager

Terminal Settings ‘

| : = ") pisable @ Access Granted
. r Strike 1 Option
o | Relay Delay | 2 sec (1-20)

IP Addrass: | Port: | 20
Network Camera z : —
Manufacturer: AXiS * Model: Axis 2100 -
Language English -
Webserver Port a0 (30, 1024 - 65525)
Allowed IP @ pisable T Enable " (e.g- 192.168.1.%)
SMTP Server
SUBmh Reset
6.2. Configuration of External IP Reader for Access

Manager
This setup will register the device from your existing AML/AMS.
1. Click on “Access Client Setup “.
2. Enter the Endpoint URL as per following:
For AML:
http://<IP ADDRESS of AccessManager>:7780/AccessServer/AccessService.asmx
For AMS:
http://<IP ADDRESS of AccessManager>:80/AccessServer/AccessService.asmx
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ACCESS Client Setup

Connection Type Lan Iz‘

Access Client

Device Status Unregistered

Server Status Offline or unreachable...

Endpoint URL [ .
Interval{Seconds) [10

Set |

v ACTAtek Pte Ltd.

3. Once done, click “Set”. If successfully detected Access Manager, There will be a
“Register” appear on the same screen.

ACTAtE ]:{ The worldwide leader in Web based technologies.

=) i
Terminal " ACCESS Client Setup

[Save settings successfully...]

Connection Type Lan ™

Access Client

Device Status Unregisterad

Server Status Online

Endpoint URL hittp:/182.168.10.120:80/ AccessServer/ficoessService. asmx

Interval{Seconds) Z0

Note: If you cannot see the [Register] button, please kindly check your Windows
Firewall setting to Allow port 7780 or 80.

4. Click on the “Register “ button and the External IP Reader will start registering itself
with the Access Manager. Sample snapshot below:

AC TAte k The worldwide leaderin Web based technologies.

. Device Registration

Synchronization in progress
Please DO MOT power off the ACTAtek device!

starting master davice registration...

Progress

Copy ht @ 2001-2009 by ACTAtek Pte Ltd.
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5. Once registered successfully, you will see on the Device status as shown below
“Registered”. You can also “Unregister” the device if there is any changes being
made on the Endpoint URL or if you want to remove this terminal from the existing

Access Manager.

&CTAtek The worldwide leader in Web based technologies.

° ACCESS Client Setup

Endpoint URL
Interval(Seconds)

Set || Unregister

http://152.168.10.712(

20

Connection Type Lan (M
Access Client

Device Status Registered
Server Status Online

)

6. You can verify the External IP Reader has been connected to the Access Manager

by going to the “Terminal Status”
portion.

AC TAtek The worldwide leader in Web based technologies.

page and check from the “Access Manager”

Terminal Status

User Administration

Model Number

Serial Number

Firmware Version

FAM Version

Terminal Description

1P Address
Primary/Secondary Unit

D System Uptime
Registered/Maximum Users
Automatch Users

Current Status

i Last Time Server Sync Time

erminal Settings Total Flash Memory Size

Access Control

ACTAZer-1K-5Ma
00111DA0OS002
actatek_1_00.0111
NO FAM
ACTAtek ER
192.168.10.121
Primary

4 Minute(s)
1/1000

ojo

Online

Time Server Disabled
253.62M

Access Manager
Connection Type
Server Status
Device Status

LAN
online
Registered
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