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Chapterl:installation

1.1 Introduction

ACTAtek Access Manager isan integrated user administration and monitoring management
software program.

To enhance user management across ACTAtek units globally, ACTAtek Access Manager is able to
synchronize users and extract event logs in different networks, even if ACTAtek units are using
private IP addresses.

Access Groups, Departments and Triggers Management can be done via ACTAtek Access Manager.

ACTAtek Access Manager supports Dial-up Modems as well. Hence even if ACTAtek unit is
connected to a location without any TCP/IP communication, itis still able to connect to ACTAtek
Access Manager.

1.2 NetworkOverview
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1.3 BeforeusingACTAtekAccess ManagerSuite

Hardware Requirements:
e CPU Processor: Intel Core 2 Duo 2.6GHz or higher.
e Atleast 4 GB of system memory.
e Atleast 20 GB of available hard disk space.

e Ethernet Card 100 Base-T is recommended.

Software Requirements:

« Windows XP Professional (32bits only) & Windows Vista Business/Win 7 Professional (both
32bits and 64bits supported).

< Microsoft SQL Server for Database Server (SQL Server 2005 and 2008 are supported).
e Microsoft .Net 2.0 and 3.5 runtime have to be installed.
< The following web browsers are supported :-

1) Internet Explorer v7.0 and above
2) Chrome v6 and above
3) Fire Fox v3.5and above
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Chapter2:ConfigurationofACTAtekAccess Manager

2.1 AccessinglnterfaceofACTAtekAccess Manager

1) Login to the web-based console menu of Access Manager Suite by going to a web browser and
enter the following URL (http://localhost/AccessManager/).

2) You will see the below screenshot. Click on “Log In”.

¥ opers [nunmepage KW“ACTA{ekPIeUd. X]nHomePage X]nHomePag: x o5 e = = 5
P W Bl i/ /lo calhost/AccessManager] | [$9~ Search with Google ]

ACTATEK AcCeSS MANAGEMENT SUITE

HOME

WELCOME TO ACTATEK ACCESS MANAGER SuITE

To learn more about ACTAtek visit www.actatek.com.

‘ou can also find documentation on ACTAtek products.
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3) if it ask for activation key follow below step otherwise ignore this step

M{n Home Page an ACTAtek Pte Ltd. x In http://localhost/Acces... % ]n Home Page x |3 - e

€ > D 0~ [ @ Web [ localhostiAccessManager/Account/lLicenseKey.aspx | [# - Search with Google ]

ACTATEK AcCESS MANAGEMENT SUITE

Product Key: E1DABB889C39203959557 C8384F28D0C

Activation Key:

Contact Support Staff with below information. They will provide activation key.
1) Product Key which you get on AMS screen.

2) No of Terminals you are planning with AMS

3) No of users

Once you provide above information you will get Activation key.
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4) Submit Activation key to above screen you will ask Username and Password as below.
Enter “admin” for Username and “1” for Password. Click on “Log In” to proceed.

E Opera [u Home Page »ﬂn ACTAtek Pte Ltd. x ]n Logln X lu Home Page X [

€ 9 P o= | ® Web ‘IocalhosI.fAccessManager.fAccounthogm.aspx

*] [E = Search with Google I

ACTATEK Access MANAGEMENT SUITE

LOG IN

Please enter your username and password.
Account Information

Username:
Admin

Password:

4

Keep me logged in

& Y @O http/flocalhost/AccessManager/Account/Login.aspx
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5) Once Successful login you will find below screen.

ACTAek

E Opera J[u Home Page Kin ACTARek Pie Lid. X ]n Home Page % Iu Home Page

e =

3 Do | B Web |IocalhoslfAccessManager/default.aspx

*Hlﬂ' Search with Google 0 l

ACTATEK AcceSS MANAGEMENT SUITE

HOME

WELCOME TO ACTATEK ACCESS MANAGER Surte
To learn more about ACTAtek visit www.actatek.com,

You can also find documentation on ACTAtek products,

Welcome Admin ! [ Log Out |
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6) Click on “Control Panel” tab and select “Database Config”.

Mu Home Page *ml ACTAtekPteltd,  x In http:/flocalhost/Acces.. * | | Home Page X

€9 D o [0 Web |IocalhoslfAccessMaﬂager}Accounb’DefauIt.aspx

* l Il:' v Search with Google _ol

==

CONTROL PANEL

System Accounts
“gisterfEditjDe\ete Account
Eange Password
“sign Permission

System Configuration
“labase Configuration
ulem Configuration
“wer Setup
“iUDe\ete Server

CONTROL PANEL

System Accounts

Register ~ Change  Permission
password

System Configuration

System Utils
“dit Log

ree

Database J System  Senr Edit
Canfig Canfig Setup Semers

System Ufils

)
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7) Ensure that the correct “Database Type” has been chosen.

8) For “Database Server Address”, you can enter your SQL Server Name.

9) For “Database Name”, do ensure that you have entered a Database Name that does not exist in
your SQL Server.

10) Enter the appropriate User Name and Password, with the rights to create the database in your
SQL Server.

+ 5 D o= ‘ @ Web | localhost/AccessManager/Account/DatabaseConfig.aspx *IE" Search with Google

D Opera J[n hittp://I C... xﬂn ACTAtek Pte Ltd. *1“ Logln x In http://localhost/Acc... In Error x155= Speed Dial x ]EE= Speed Dial x
]

CONTROL PANEL

DATAEASE CONFIGURATION
System Accounts

“gisterjEdfthelete Account Access Manager Database
“lange Password

“ . . Database Type
sign Permission
QL Server

System Configuration Database Server Address i
ulabase Configuration |Actatek-PCISQLEXP
“slem Configuration Database Name

ur\'er Setup |actatek_access1
uﬂ;'DeIete Server

System Utils

udit Log User Password

User Name

|sa
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11) Click on “Setup” to create the database once the settings have been entered correctly. You will
see the webpage similar to the below screenshot.

P opee | httpi/fiocalhost/Acc., * | M ACTAtekPteltd. | W Login | M htpilocalhostince... * | M Emor 7 &% Speed Dial * | & Speed Dial x [ar = = 5
€« > D o= ‘ ® Web | localhost/AccessManager/Account/DatabaseConfig.aspx *] [ﬁ ~ Search with Google l

CONTROL PANEL

DATABASE CONFIGURATION

System Accounts

Egister,fEd'ruDelete Account e
“Ia B d x Unable to flush Access Server Session:The request failed with HTTP status 404: Not Found.
nge Passwort

Bsign Permission
Access Manager Database
System Configuration

- . Database Type
[@IB5tabase configuration SQL Server ~|  DATABASE SETUP SUMMARY

“slem Configuration - Checking existence of database: actatek_access1
Ewer Setup Database Server Address D does not exist
4 tatek-PC\SQLEXP _ i
BEdit/neiete server Actatel | - Creating database...
- Database is created successfully

Database Name
System Utils actatek_accessi
“‘dit Log User Name

sa ]

User Password

12) Next, click on “Server Setup”.

13) Enter your desired “Terminal Group”. Ensure that the Terminal IP Address tally with your
PC/Server IP Address.
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14) Make sure that the Time Zone is in accordance with your region’s time zone.

15) Enter your desired “Magic String”. Note that Magic String isthe decryption key to decrypt event
logs. Click on “Setup” to confirm the settings for your PC/Server.

@n hittp://localhost/Acces.. * | hY ACTAtek Pte Lid., X Iu Logln X In http://localhost/Acces.. IEE= Speed Dial X IEE= Speed Dial x

€ 9 P o= [ ® Web | localhost/AccessManager/Account/ServerSetup.aspx *l@v Search with Google L

4

CONTROL PANEL HW

System Accounts

[t =5/Deete Account — Terminal(Access Server)

RlEherce rasson

S e Terminal Group
rmizzion ACThteh
Server IP Address Detcud Corer Sarer . [152.168.2.30]

152.188.2.30

— Miscellaneous

Select Method
Disabled

— Time Settings

TimeZone
(GMT -08:00:00) Pacific Time (US & Canadz)

[T SHTP Senver

— Event Logs

Agent(Log) Server P Address

ACTA

Magi String

VW ACTAteS com

Event Log's Port
(]

End paint

/Apoess Server AgentService asmx
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16) You have successfully configured your Access Manager Suite.

Mn http://localhost/Acces... xﬁﬂ ACTAtek Pte Ltd. an hitp://localhest/Acces... x]ﬂ http:/flocalhost/Acces... * | 5% Speed Dial
€« > D o I & Web | localhost/AccessManager/Account/ServerSetup.aspx *I@v Search with Google

ACCOUN!

[liegcer Eoy Dozt Account

o Tarminal grouplACTALK] & added succasshully
Gance pasmvors
[ElEsion Permission

System Configuration

- Terminal(Access Server)

Terminal Group
s e

e Confgurzton Server IP Address ewces ComeecSerne . 197 1682301
R s 1521882 30
[iliES/Deiete server

(GMT 08:00.00) Pecific Time (US & Canada)
I SNTP Server

Type SNTP Server Here
ACTAel [ =

Agentilog) ServerIP Address

=
Magic String
Event Log's Port

End point

i AcoessSarven AgentServios asmx
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2.2 Configurationof ACTAtekUnitforAccess ManagerUsage

1) Firstly, ensure that your ACTAtek unit has been upgraded to Access Manager Firmware. You can
check so by looking at the “Firmware Version” via” Terminal Status” page of the Web Interface.

! Opera || ¥ hitp://localhost/Acces... xj[u ACTAtek Pte Ltd. x ][u hitp://localhost/Acces... * Hu http://localhost/Acces... * ][EE= Speed Dial x } o+ = = =

€« 9 D o | ® Web [192168250/admin.html Yo | [# ~ search with Google |

ACTAtek The worldwide leader in Web based technologies.

- :
. — Terminal Status
.
[User Administration | ACTAtek Demo Unit NOT for Resale
. Model Number ACTA3-1K-FLI-5M-C-SAM
Serial Number 00111DA040AB
Firmware Version actatek_3_06.1192
FLI Version 2.023
Terminal Description ACTAtek
1P Address 192.168.2.50
bl Primary/Secondary Unit Primary
Access Control £ System Uptime 2 Hour(s) 20 Minute(s)
Registered/Maximum Users 92/1000
Automatch Users 5/1000
= Current Status Online
Terminal Settings Last Time Server Sync Time Time Server Disabled
Total Flash Memory Size 253.38M
Memory Free 213.49M

ACTAtek Pte Ltd.
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2) Next, go to “Terminal Setup” and make sure that the checkbox for “Terminal Mode” has been set to
“Access Manager”. Once done, click on “Submit” to confirm.

E Opera || k¥ http://localhost/Acces.. xj[uAcmek Pte Ltd,

€« > Do [ ® W

X ][u hitp://localhost/Acces... * Hu http://localhost/Acces... * ][EF Speed Dial X } o+

=8 8 =3

192.168.2.50/admin.html

* | ‘-‘l = Search with Google

AC TAtek The worldwide leader in Web based technologies

User Administration

Access Control

Terminal -

m

Wiegand Output Format
User Facility Code (FC)
Miscellaneous

Terminal Mode

Job Code

Door Strike 1 Option

Door Strike 2 Option

Network Camera

Language
Webserver Port
Allowed TP

2-digit Duress Code

SMTP Server

—

User ID + Facility Code

1 (1-255)

(") Stand Alone @ Access Manager
(@ Dis: =

() Disable @ Access Granted
Relay Delay |2 | sec (1-20)

() Disable

(@ Door Strike 1 Clone

(7) Access Denied

(71 Ball Schedule

() Active Alarm (Door Strike 2) When Door Opening Time Is Exceeded 30sec

Relay Delay ¢ | sec (1-20)

IP Address: Port: |50

Manufacturer: AXiS * Model: Axis 2100 ~

English -
50 (80, 1024 - 65535)

(@ Disable () Enable * (e.g. 192.168.1.%)

ACTAtek Access Manager Suite User Manual
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3) After the webpage has been refreshed, you will notice on the left hand menu, there
“Access Client Setup” option shown.
L opern [0 hitpstocalhostracees.. | R acTatekpreea | A it/ acatnost/Acces... | I8 htpilocalhost/cces... [ 5 Speed Din x|

ACTAck

will be an

[olle ==

€ > D o~ | ® Web |192168.250/adminhtml

| |-" - Search with Google

ACTAtek The worldwide leader in Web based technologies.

n FINnygerprincy Keidued ewuan
Terminal + gerp Y
.

Security Level (for Automatch) MNormal +

User Administration Console Display Timeout Settings
= Welcome Message Timeout 2sec v
Console Display Timeout 30 sec -

Wiegand Configuration

Wiegand Type Disable =
.

P —— . Access Method Finger Print, Password
Wiegand Output Format User ID + Facility Code
User Facility Code (FC) 1 |(1- 255)

Terminal Settings Miscellaneous
Terminal Mode () Stand Alone @ Access Manager
Job Code @ Disable ) Enable

) Disable @ Access Granted

Door Strike 1 Option
Relay Delay 5 | sec (1-20)

L4 ) Disable

@ Door Strike 1 Clone

©) Access Denied

() Bell Schedule

(©) Active Alarm (Door Strike 2) When Door Opening Time Is Exceeded 30sec
Relay Delay |8 | sec (1-20)

Door Strike 2 Option

IP Address: Port: 50

m

o 0/m

4) Click on “Access Client Setup”.

5) Enter the Endpoint URL as per following -

= (A )

http://IP-Address-of-Access-Manager(Server ip address):80/AccessServer/AccessService.asmx

(i.e. http://192.168.2.30:80/AccessServer/AccessService.asmx).
Note: Here device ip address is 192.168.2.50

6) Once done, click on “Set”. If successfully detected Access Manager, there will be a “Register”

button appearing on the same screen.

ACTAtek Access Manager Suite User Manual
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E Opera [u http://localhost/Acces.. = “u ACTAtek Pte Ltd, x ][u Document Error: Site or... % | = (i EI
€ > D o~ [ @ Web | 192168.250/adminhtmi ¥ | [$q - search with Google |

ACTAtek The worldwide leader in Web based technologies.

Terminal

.

“ ACCESS Client Setup

[Save settings successfully...]

User Administration

Connection Type |[Lsn 7|
Access Client

Device Status Unregistered
Server Status Online
Endpoint URL hitp:/1192.168.2.30:80/Access Server/AccessSarvice. asmx

Interval(Seconds) |10

Set | [Register
Access Control

m

ACTAtek Pte Ltd.

Terminal Settings

KGife” o 0/m(E

7) Click on “Register” button and the ACTAtek unit will start registering itself with the Access
Manager. You will see a similar screenshot below.

E Opera m hitp:fflocalhost/Acces... * “u ACTAtek Pte Ltd. x ][u Document Error: Site or... } o+ |
€ & D o [ ® Web [192168250/adminhtml Yo | [#F ~ Search with Google |

ACTAtek The wotldwide leader in Web based technologies.

Terminal — Device Registration

.

.

[User Administration | Synchronization in progress

Please DO NOT power off the ACTAtek device!

Downloading db...

Progress

[TV TERTETRTTATTOn
Access Control

ACTAtek Pte Ltd.

Terminal Settings

1231aM | |

)

2012 | |
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8) Once registered successfully, you will get a message indicating so as per below screenshot.

P opers L LogIn

€ > X o | ® wWe

jm =T = =
-M‘ ‘-" = Search with Google ‘

x 1 ) ACTAtek Pte Ltd. x ] 5

192.168.2,50/admin.html

ACT Atek the woridwide leader in Web based technalogies

" ACCESS Client Setup

[Unregister successful....]

Access Control Ermesin wre |ER]
Access Client
. Device Status Unregistered
Server Status Online

Endpoint URL http://1192.168.2.30/AccessServer/AccessService.asmx

Terminal Settings

Interval(Seconds) 10

&

ACTAtek Pte Ltd.

m

& Newtab (Ctrl+T)

efe 5 o/ 0/=

9) You can verify ifthe ACTAtek has been connected to the Access Manager by going to the
“Terminal Status” page and check from the “Access Manager” portion.

P opers [YEE

€ 5> D o= | @ we

0 [=lelEs

Yo | [# ~ search with Google |

| I8 AcTAtek e L1a. =[5

192.168.2.50/admin.html

ACTAtek The worldwide leader in Web based technologies.

Terminal -

Terminal Status

ACTAtek Demo Unit NOT for Resale

Model Number

ACTA3-1K-FLI-SM-C-SAM

Serial Number 00111DA040AB
Firmware Version actatek_3_06.1192
FLI Version 2.023
Terminal Description ACTAtek
IP Address 192.168.2.50
Access Control Primary/Secondary Unit Primary
System Uptime 33 Minute(s)
= Registered/Maximum Users 93/1000
b Automatch Users 6/1000
Terminal Settings Current Status Online

Last Time Server Sync Time

Time Server Disabled

Total T3
ory Free

216.09M
Access Manager

Connection Type LAN

Server Status online
Device Status Registered

ACTAtek Pte Ltd.

B0 &

¥ @ Newtob(Cirl+T)

o0 =
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10) You can un-register the ACTAtek unit by going back to “Access Client Setup” and press the
“Unregister” button.

W opera [ Logn x Hu ACTAtek Pre Ltd. M+

0 [=lelEs

+ > D o [® web |192168250/2dminhtml v | [#] - Search with Google

ACTAtek The worldwide leader in Web based technologies.

z i
Terminal ACCESS Client Setup

Connection Type |Len ¥ |
Access Client

Device Status Registered
Server Status Onlina
Endpoint URL hitp:/1192.168.2.30/Access Serven/Acoess Service. ssmx

Interval(Seconds) 10

Set | |Unregister
Access Control

ACTAtek Pte Ltd.

Terminal Settings

11) Once un-registration is completed, you will see a screen similar to the below screenshot.

W opera |8 Login XUHA(TAtethaLtd‘ X]d}-‘ U ==
€ 9 D o | ® Web [1921682.50/cdminhtml v | [2 ~ Search with Google |

ACTAtek The worldwide leader in Web based technalogies

E -
e | ACCESS Client Setup

[Unregister successful....]

User Administration

Connection Type [Lsn - |
Access Client

Device Status Unregistered
Server Status Online
Endpoint URL hitp://192.168.2.20/AccessServer/AccessService. asmx

Interval{Seconds) |10

: Set | |Register
|Access Control

,

ACTAtek Pte Ltd.

 Terminal Settings

0 & 9 - ——
w0sem | |

[<]
m@ ‘ .E;_.] @ 0 A DR N
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