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BioAxxis® ThumbLock® Audit Trail Software

User Manual

1. Items Included with the BioAxxis® ThumbLock® Audit

Trail Software:

e Software CD, including User Manual

e Flash Drive

2. IMPORTANT NOTE:

Prior to setting up the PCMU software, be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference ThumbLock® User Manual for
details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
ThumbLock® User Manual)

3. Supported Operating Systems:

Win 2000 Service Pack 3, IE6.0 or above, Win 2000 Service Pack 4,
Win XP Service Pack 2 and above, Win Server 2003 and Windows
Vista

BioAxxis® ThumbLock® 2
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Section 1 Installing the BioAxxis® ThumbLock® AT
Software

1a) Insert Audit Trail CD into CD ROM drive

1b) CD should auto-run the .exe file. If it does, then follow the
system prompts to install the software. If the auto-run feature does
not execute, then use the following steps:

e 1bi) Open your CD drive in My Computer

e 1bii) Double click on the setup.exe (installation will now take
place, follow system prompts to complete installation)

1c) Once installation is complete, a shortcut named, “ThumbLock®
Management” will be present on your desktop.

BioAxxis® ThumbLock® 3
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Section 2 Uninstalling the BioAxxis® ThumbLock® AT

Software

2a) In the bottom left hand corner of your screen, click
START->CONTROL PANEL

| ©- Control Panel

Fle Edt yew Fgvontes  Toos el ar

!

B contral Pane:

2b) Double o
clickon Add | . s L3

Sranners pnd
Cameras

System

Tamibar o User Accouns
Start Meru Firewal

;j ‘Add or Remove Programs g@
=) T
w Currently installed programs: [ Show upgates Sortby: [Name [+l

Change or i SE 67T 4]
Remave 2c) Click on ThumbLock oo i
Programs Sze  16.36MB
Management (AT) Sze  13.28MB
Sze  286.00MB
Add New
Programs | Sze  2.39MB
) symaptics Pointing Size  25.87VE
|1 Testbrive Clen Sze  6.76MB
AddRemove  PSERETRIaEE AT,
Wndowe  |i0% Thum Management (AT) Sze 423
Components Click here for support i Used oceasionally.
- Lastlsed O 4/1/2008
@ e 2d) Click REMOVE ==
change remoy o= Remove
Set Program
Access and indons Internet Explorer 7 Sze  3.18MB
Defaults
indows Live installer Size 2048
indows Live Messenger Size  32.01MB (|
&3 windows Live Sign-in Assistant Siz L83ME
indows XP Service Pack 3 19
nRAR archiver Sze 3238
reless Home Network Setup Sze  16.29M8 i';,'i

BioAxxis® ThumbLock®
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Add or Remove Programs

9

‘_../ Are you sure you want ta remove ThumbLock Management (AT) from your computer?

s}

2e) If you are sure,
then click YES

2f) Follow un-install software prompts thru completion. When un-
installation is complete the ThumbLock Management shortcut icon
on the desktop will be removed.

BioAxxis® ThumbLock® 5
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Section 3 Creating/Modifying the Super Administrator
and General Administrators

NOTE: Only the Super Administrator can Add and Delete other
Administrators as well as perform every other programming
function in the AT software. The AT software has one Super
Administrator that can be created and multiple General
Administrators.

The multiple General Administrators can perform all functions in the
AT software, except for changes or deletions of other administrators.
However, they can make changes to themselves.

Use the following steps to create the Super Administrator:

3a) Double click on the ThumbLock Management shortcut on the
desktop.

R version: 2.1.0
USEI‘TS Log-in Lagin Name
Administrator (Super Admin) LS

[t | [ eo
==

3b) Click
LOGIN

BioAxxis® ThumbLock® 6
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Version: 2.1.0

USEI‘TS Log-in Login Mame

Administrator (Super Admin) hd

3c) Until the Super
Administrator is created, a
password does not need
to be entered. Click OK

with the password field

blank.

Please input password

[ Wikt - ThambLock Management

3d) Click on SYSTEM, then
choose MODIFY CURRENT
ADMINISTRATOR

oo ————

BIOAXXISD>

BioAxxis® ThumbLock® 7
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— Login Info
Login Mame |Bob Jones

Verification Mode

P '
Password

e

Password

[S—— /

onfirm Password

P

(= T ow ]

3e) LOGIN NAME can be
changed from the default
of ADMINISTRATOR to
whatever you choose.

3f) Enter the alpha-numeric
password you would like.

It can be any amount of
characters and numbers.
Re-enter the same
password in the Confirm
Password field.

3g) Click OK

3h) The Super Administrator can also create multiple General

Administrators. To do this, use the following steps:

- Thumblock

— e AT

BIOAXXIS>

BioAxxis® ThumbLock®

Saied = | Count

3i) Click on SYSTEM, then choose ADD
SYSTEM DMINISTRATOR
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3j) Follow steps 3e to 3g from this section to add a new General
Administrator. Once completed, the Super Administrator can use
the same process to add multiple General Administrators.

©% BioAxxis - ThumbLock Management

System User Record Maintain  About
@ optons... < -~ | | K- mmel | select ~ | Count: 0

Add System Administrator

3k) Click on SYSTEM, then choose EXIT. In Section 5
we will learn how to log into the AT software with the
administrative rights that were created.

Delete System Administrator...
Modify Current Administrator...

System Logs ...

Side Bar

Logout

Exit
57 QUery ang Pt RECoTa

BIOAXXIS>
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Section 4 Logging into the BioAxxis® ThumblLock® AT
Software (Super and General Administrators)

4a) Double click on the ThumbLock Management icon that is located
on your desktop.

d fersion: 2.1.0
User's LDg-iI‘I Login Mame

Bob Jones (Super Admin} hs
Bob Jones (Super Admin)

Gil (General Admin)
Joe (General F\dlg '>
Jack (General AT
] [
4b) From the drop down

menu, choose which

Administrator to log in as.

d fersion: 2.1.0
User's LDg-iI‘I Login Mame
Bob Jones (Super Admin) v
[ Logn | [ et
4c) Click LOGIN

BioAxxis® ThumbLock® 10
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Version: 2.1.0

User's Log-in

Login Mame

Bob Jones (Super Admin)

Please input password

4d) Enter your PASSWORD
and click OK.

!

[

Cancel

l

BloAXxIE>

4e) If successful, you will be in the Home screen of the AT software.

BioAxxis® ThumbLock®
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Section 5 Deleting General Administrator Accounts

NOTE: Only the Super Administrator can Delete other
Administrators, therefore you must be a Super Administrator and
logged in as a Super Administrator to perform the following function:

[ Biokxxs - ThumbLock Management

System | Lock  Ussr  Record  Maintsim  About
e e T & | e} | Select - | Count: 0
Add Sys Administrator L Al Locks Name User ID Role Time Setting

Delete SystemWginisirator...

Modify Current Ad

System Logs ...

Side Bar

Logout

Exit
7 STy SN P RECoTd

BIOAXXIS| s5a) Click on SYSTEM, then choose DELETE SYSTEM

Delete Admin

Select Admin

Jack ™

Gl =»”| 5b) Choose the General Administrator to
Joe be deleted and click DELETE.
Jack

[ ek 4~ [ conce | |

Delete Admin *

:.p Delete the admin?

5¢) Click YES

BioAxxis® ThumbLock® 12
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Delete Admin
Select Admin .
) 5d) General Admin has been
Y| successfully deleted, click
Gil
Toe < /J' CANCEL.
’ Delete l [ Cancel 4

BioAxxis® ThumbLock® 13
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Section 6 Setting up and Modifying Individual/Multiple
BioAxxis® ThumblLocks® for Audit Trail Records

IMPORTANT NOTE:

Prior to setting up the BioAxxis® ThumbLocks® in the AT software,
be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference ThumbLock User Manual for details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
ThumbLock User Manual).

|=:-:' BioAxxis - ThumbLock Management
System | Lock | User Record Maintan  About

[ v o] (Bl [rerYITay FrRET

Z'* Al Locks

6a) There are two ways to set up the

3/| 23 Export to Lock

ThumbLocks.....you can either use the
Manage A drop down menu OR the easy to see

U SystemLog icons above ALL LOCKS. To keep
e things simple, we will use the icons

located above ALL LOCKS.

) Query and Print Record

HOAKE

BioAxxis® ThumbLock® 14
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£% BioAxxis - ThumbLock Management

System lock User Record [Maintsin  About

2] e

e amel | select ~ | Count: 0

- All Lock;

Name User D | Role | Time Setting

Manage

System Log
Import Recol

~ werand®l  NOTE: There is no limit to the number of locks that can be

BiOAN created.

6b) Click the icon with the green plus arrow (when cursor is
held over icon, the text NEW LOCK appears) to add a new lock.

Lock

General

6c) Use the up/down arrows or type in

LockiD = |1 d—

the LOCK ID number that you are

MName * |FrontDood —

Info

creating (again, this should correspond
to the Lock ID that has already been
created at the lock).

6d) Type in a NAME for the lock.

6e)Click SAVE

Cancel

£ BioAxxis - Thumblock Management

System  Llock User Record Maintsin  About

[ RN e | Select - | Count: 0

Manage Ed

System Log
Import Recard
4~ Query and Print Record

BOAXKIS>

BioAxxis® ThumbLock®

J’: ;:E";gggr’\ 6f) The settings that have been

saved for any lock can be edited.
To edit a specific lock’s
settings.....

6g) Click on the lock name that
will have settings edited and
click on the EDIT LOCK icon.

15
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E3% BioAxxis - ThumbLock Management

System Lock User Record Maintain  About

Manage 2

System Lag
Import Record
) Query and Print Record

BIOAXKISS

BioAxxis® ThumbLock®

Zr All Locks

Front Doos
11 Back Daa\

6h) It is possible to delete an individual lock or
multiple locks. To delete a specific lock.....

6i) Click on the lock name that will have settings
edited and click on the DELETE LOCK icon (with red X).

NOTE: Before a lock can be deleted, all users from the
specific lock must be deleted first.

16




BIOAXXIS > http://www.BioAxxis.com

Section 7 Adding/Modifying Users at Individual Locks for
Audit Trail Association

3% BioAxxis - ThumbLock Management

System  Lock | User | Record Maintain  About

W MewlUser Lt [E - AR WENEe el | Select ~ | Count: 0
&) EditUser “r All Locks Name User D Role Time Setting
& Delete User - Front Doap
20 G) m I Back Doao
-} Copy User
M . .
e 7a) Highlight the lock for a User/s to be added to.
System Log
Import Record . .
2 Query and Print Record NOTE: It is critical that all User ID and User Name
W associations be written down prior to adding the User ID
BIOAXXIS and User Names to the AT software, so all downloaded
Audit Trail information will be accurate.

% BioAxxis - ThumbLock Management

System Lock | User ‘ Record Maintain About
& New User Llete |2 & B E s L | Select - | Count: 0
& EditUser UserID | Role Time Setting
% | Delete User 5
20 % m /) BackDoor
4| Copy User
Flemos 7b) There are two ways to add users to a specific
: [Sr)n:terr::gd lock.....you can either use the drop down menu
- iery.end BifOE Record OR use the easy to see icon with a green plus
Bi@ symbol. To keep things simple, we will use the

icon with the green plus symbol.

BioAxxis® ThumbLock® 17
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User

.Q, General |

7c) Enter a NAME to

Name = |Bill Smith

Remark

—ID &Role of the userin
UserID = (001

Role

associate to the User.

7d) Enter a 3 digit
USER ID.

7e) Click ADD TO ALL

current lock
Admin:l]ﬂ 1-002

/ LOCKS, if you want
this specific USER ID

and USER NAME to be
added to all locks.

to all locks

7f) Click SAVE

|1§3' BioAxxis - ThumbLock Management

System

lock User Record

Manage £

% System Log
| Import Record
- Query and Print Record

BIOAXXIS>

Maintsin  About
WEJE LS Jlf..a.,‘t_,|'u E= o) | Select » | Count: 1
= ZF All Locks Name UserID | Role | Time Setting
= Front Dood
7] Back Door

7g) Bill Smith (User ID 001) has now been successfully
associated to lock FRONT DOOR (Lock ID 1).

BioAxxis® ThumbLock®
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7h) Follow the same process from Section 7 to add additional Users.

7j) Click on the EDIT
USER icon (picture of
person with pencil
going thru it).

EE LD [ N Sedect - | Count: 1
Loos [ [w LeD | Rz =

Manage &
¢ Systemiag
Import Record

#~ Quesy and Print Recard

BIOAKES

7i) It is also possible to EDIT a User.
To do this, highlight the User Name

\User

Eﬁ General

MName * |Bill Smith

Remark

UserID = |001

Role

— ID & Role of the user in current lock

{ Admin:001-003 User:004-993 )

Save Cancel

7k) Make changes and
click SAVE

BioAxxis® ThumbLock® 19
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Section 8 Assigning User/s to Multiple Locks for Audit

Trail Association

8a) To assign an Individual User to Multiple Locks, use the following

steps:
S BioAxxis - ThumblLi 8C) Click on the COPY
N
setem L Uer | USER icon (picture of —— >
ncccal overlapping paper) CEWENS MBS | Select » | Count: 3
' I/ﬂ{ UserID | Role Time Setting
TT Break Room V.Jal:%'T“““" on 005 & Dates & Times
| T-Jn'!'F\Ihum il
Manage & 8b) Highlight
- SystemLag specific User
Import Record
4~ Query and Print Record
. s
BIOAXXIS
|’:‘:’ BioAxxis - ThumblLock Management
Systsm  lock User Record Maintain  About
P Wb e ate ) & | O D G| D I . ;
8d) Highlight the N All Locks Name uern ol | 8e) Click on PASTE
lock to paste the {J Front Daor [ . .
P Back Door USER icon (picture of

copied User into. W BisakRbom clipboard and paper.

r System Log
Import Record
4~ Query and Print Record

BIOAXXIS>
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|’§‘.'f BioAxxis - ThumbLock Management

System  Lock User Record Maintsn  About

Gl g e B0 (0 | Select - | Count- 1
= All Locks | Name: User ID Role Time Setting

e | o e
|| Break Room

Manage A 8f) User is now added to the lock he has been pasted

* f;z‘::;:fwd into. The same process can be used to add the User

) Query and print Record into other locks.

Bi@ Note: Once User is pasted into a different lock, the

User’s information can be edited by using the EDIT
USER function.

8g) To assign Multiple Users to Multiple Locks, use the following
steps:

F&" Blokixls - ThumbLock Management

System Lock Lee Record Mandan Abodt
0] O 0 e Select =) Count: 3
Al Locks | u ' El 4 1 H
y ::mm LIE:: Jack: Tormlinsan : : .. r— h
Tony Filbusn
& i 8h) Highlight the 8i) Click SELECT and choose ALL if all Users will
i lock that the be copied from the lock and pasted into
BIOAXXISS | yseRs will be anotherllock,
copied from. OR

PRESS and hold the CTRL button on your
keyboard and click on the Users that need to
be copied from the lock and pasted into
another lock.

BioAxxis® ThumbLock® 21
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| Select » | Count: 3
User D | Role | Time Setting

Time 3/22/2009 7|

Manage B

o+ System Log
“ Import Record
,'.) Query and Print Record

oA

System lock  User Record  Mantain  About

8l) Click on PASTE
Y4l USERS icon

. LE L) A & E (picture of
Bioaccess Control s 5 B AlLodks |Narne 77 clipboard and
8k) Highlight the - {] FrontDoor paper.

lock to paste the
copied Users into.

/]| BackDoor
el

3

(4 SystemLog
- Impart Record
,-j Query and Print Record

HORTSS

BioAxxis® ThumbLock® 22
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¥ Biokcs - ThumbLock Management

System Lock User Record Maintan  About

R g B0 | selec | Cour: 3
10access Lontrol T
= | Name UserID | Role Time: Setting

.

[1] Back Door

!:? Break Raom Jack Tomlinson 005 User All Dates & Times

\ Tony Filbur 004 User | All Dates & Times
a NGO

Manage &

U System Log 8m) Users have been added to the lock that they were

< Import Record .

> Quryand i Record pasted into. The same process can be used to add
Multiple Users into other locks.

BlOAXX]S Note: Once Users are pasted into different locks, the
Users information can be edited by using the EDIT
USERS function.

BioAxxis® ThumbLock® 23
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Section 9 Deleting Users from the AT Software

9a) Use the following steps to delete a Single User’s association

from an Individual Lock:

¥ Bioods - ThumbLock Management
System Lock User Record Maintain  About

e P . = =
Lo [V oo | DO |0 | Select » | Count: 3
Bioaccess Control -y
2a Al Locks Mame UserD  Role Time Setting
11] Front Door
- [1] Back Door

Jack Tomlinson 005 User ates & Times

Tima 3/2 has .
- o BreakRoom
\ Tony Filbum 004 s Al Dates &Times

Manage

Jr SystemLog

= Import Record
,J Query and Print Record

9b) Highlight the LOCK that you want to
. 8 delete the User from and then highlight the
BIOAXXIS USER to be deleted from the lock.

{5 Biokeds - ThumbLock Management

System Llock User Record Maintsin  About

Ll o] IR A NENEN A | Select - | Count: 3
Bioaccess Control -y
=] .‘.:" Al Locks Iame UserD |Role | Time Setting
Wi ob Jones 1] Front Doar
e - [7] BackDoar
Time 3/23/2009 4:01:10 PM - : i
%, BreakRoom Jack Tmlinson 005 User  |All Dates & Times
Tony Fpum 004 User | Al Dates & Times
Manage A
r System Lt . . o
I Y08 9¢) Click on DELETE USER icon (picture
= Import Record

of person with red X)

- Query and Print Record

HOROSS

BioAxxis® ThumbLock® 24
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9d) Use the following steps to delete a Single User from Multiple

Locks:

3 Biokeds - ThumbLock Hanagement

System  lock User Record Maintain  About

Ll sl | & OO | select - | Count: 2
= &y All Locks
[1] FrontDaor
[1] BackDoor
5 BreakRoom

| Name ser ID

Role | Time Setting

o4 User Al

Manage A

¢ SystemLog
Import Recard
2 Query and Print Record

- 9e) Highlight the USER to be deleted and click the
Bl%@ USER IN LOCKS icon (picture of blue folder) to see
what locks the user has been assigned to.

User in Locks = @

% W | Select - | Count: 2

Laock User D Role
Front Door 005 User
Break Room |oog User

9f) USER IN LOCKS screen displays all of the locks
that the USER is assigned to. To delete the USER
from an individual lock, highlight the LOCK and
press the DELETE USER icon (picture of person with
red X).

[ User in Locks @

Selsct - || Count: 2

Na ! | UserID Role
.J':n:k ection 005 User
Jack Tomlin®g Break Room 005 User

9g) To delete the USER from ALL locks they are
assigned to, click SELECT and choose ALL from the
drop down menu. Press the DELETE USER icon
(picture of person with red X).

BioAxxis® ThumbLock® 25
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9h) Use the following steps to delete Multiple Users from an
Individual Lock:

s e

HOARYE>

9i) Highlight the LOCK that you want to delete multiple
Users (but NOT ALL USERS) from and PRESS and hold
the CTRL button on your keyboard and click on the
Users that will be deleted from the lock.

BOAKKIE

9j) Click on DELETE USERS icon (picture
of person with red X)

BioAxxis® ThumbLock® 26
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9k) Use the following steps to delete ALL Users from an Individual
Lock:

l@'ﬂiﬂAm’ ¢is - ThumbLock Management
System Llock User Record Mantain  About

bllulold | SESDLI00 Setet | et 3
@ 5 AlLocks Name UserD | Role
Welcame, Bob Jones 5 Front Daor
|1 Back Door

- |1] Break Ream

Bioaccess Control

Time 3/23/2009 4:54:58 PM

Jack Tomlinson 0! User

TN 0 (e (M DateMmas

Manage E]
¢ System Log
< Import Record
A

P Queryand i Reverd 9l) Highlight the LOCK that you want to DELETE ALL

e g USERS from and then click on SELECT and choose ALL.
BIOAXXIS

I@ BioAxds - ThumbLock Management

System Lock User Record Maintain  About

i I L L)

Ll ‘ e

& 2 Al Locks

Welcome, Bob Janes 5 Front Door

- [1] Back Door
J_:| Break Raom

| B |Q P | Select + | Count: 3

UserID | Rale Time Setting

ioaccess Control

Time 3/23/2009 5:05:14 PM

Manage A,
¢ SystemLog

= Import Record

) Query and Print Record

9m) Click on DELETE USERS icon (picture

B,l@ of person with red X)

BioAxxis® ThumbLock® 27
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Section 10 Viewing/Printing/Exporting System Logs in
the AT Software

Note: System Log records display all programming that has been
done in the AT Software by Date/Time, Admin and Operation. This
is not to be confused with imported Audit Trail Records (Section 11).

10a) Use the following steps to Download System Log Records:

i3 Biomads - ThumbLock
System  Lock User Record  Maintaim  About

J i . ) i |0 | Select - | Count: 0

| Name UserID | Role | Time Setting

I] FrontDaor
-I1] BackDaor
|| BreakRoom

Manage &

<::4 10b) Click on SYSTEM LOG

G System Log

Import Record
2 Query and Print Record

BIOAXXIES

10c) Specify Query Conditions by....

Query and Print Logs
i) <24 Prir e k . .
Lo |@ren g D‘P'EV"“ L - e Date Range - If this box is checked (and no
[Dote min
Qs Chnition & other Query Conditions are checked), it will

etz search for all System Log records for specified

Date Range only.

From "uesday , Mard e
. Admin - If this box is checked (and no other
Query Conditions are checked), it will search
for System Log records specific to the Admin

name entered only.

Admin
ke |Beb Jones

Operation
ke Delete

. Operation - If this is checked (and no other
Query Conditions are checked) it will search
for System Log records specific to operation
entered only.

If all three are checked (as is the case with this screen
shot), all System Log records will be retrieved for Date
=y Range specified, where AT Software Admin Bob Jones
used the Delete function.

BioAxxis® ThumbLock® 28
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B x|

10d) In this case, we will search by
specific Date Range.

10e) Once Date Range is entered, click
QUERY.

Diiesed ser + Jnck Torminan fom Lacs -
Deleted user @ lack Tominsan from LackiD: Sack Door

10f) Retrieved System Log records will display the Date
and Time of the event, the AT Software Admin that
performed the event and the Operation that was
performed per the Query Conditions entered.

1 recards retumed,

BioAxxis® ThumbLock® 29
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| Admin | Operation

AI6/3005 3:41PM Administrator | Legin
103) To PRINT retrieved 2:53PM Modify Bob Jones: LoginName,Password
3:03PM Bob Jones Import records
records, click the PRINT | -5+, Bob Jones Create Lock : 1 -Front Doar
button. 3:13PM Bob Jones Create Lock : 2 - Back Door
3:26 P Bob Jones New user Bl Smith
ke ~[4/6/2009 3:33 M Bob Jones Edit user Bil Smith: None
|4/6/2008 3:40 M Bob Jones Create Lock : 3 -Break Reom
00 operation |4y/2009 342 PM Bab Jones New user Jack Tomlinsan
lke | | | |arz009 3:437m Bob Jones New user Tony Fiburn
| 4/6/2008 3145 701 Bob Jones Deleted user : Tony Fibun from LockID: Front Door
_|4/6/2009 3:45 M Bob Jones Deleted user : Jack Tomlinson from LockiD: Front Dear
| 4/6/200 3:45 P01 Bob Jones Deleted user : Jack Tomlinson from LockiD: Back Door
_|4/6/2009 3:457M Bob Jones Deleted user : Tony Fiburn from LackID: Back Door
| 4/6/2008 3:45 7m0 Bob Jones New user Jack Tominson
 4/6/2008 3:46 M Bob Jones Mew user Tony Fiburn
| 47672008 3146 71 Bob Jones New user Sean Conway

18 records returned,

| Admin | Operation

Administrator Login

/2009 2:53FM Administrator Modify Bob Jones: Loginame, Password
10h) To EXPORT retrieved /2009 3:03 P Bob Jones Inpert recards
/2009 3:13 PM Bab Jones Create Lock : 1 -Front Door
data to an MS EXCEL file, /2008 3:13 FM Bob Jones Creste Lock : 2 - Back Door
click on the EXPORT button /2009 3:26 PM Bab Jones New user Bil Smith
/2005 3:39 FM Bob Jones Edit user Bil Smith: None
/2009 3:40 PM Bab Jones Create Lock : 3 - Break Room
/2005 3:42 PM Bob Jones New User Jack Tomlinson
——7h/2008 3:43PM Bab Jones New user Tany Fiburn
. 4/6/200% 3:45 FM Bab Jones Deleted user : Tony Filburn from LockID: Front Doar
4672008 3145 7M. Bob Jones Deleted user : Jack Taminsan from LockID: Frant Door
N 4/6/2009 3:45 PM Bab Jones Deleted user : Jack Tomlinson from LockID: Back Door
40672008 3:45 M Bob Jones Deleted user : Tany Fiburm from LockTD: Back Door
4/6/2009 3:45 P Bob Jones New user Jack Tamlinson
| 4/6/2008 3146 P00 Bob Jones New user Tony Fiburn
| 4/6/2008 3196 7 Bob Jones New user Sean Canway

18 records returned.
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'SB\N'-.‘ As

10i) Choose the location
on your computer for
where to save the file.

10j) Name the file

10k) Click SAVE.

Savein |\D My Documents |v| o ? s [lx
(23My Albums
i (CMy eBooks
My Fecert | My Music
Documents )My muvees
= IiﬂMv Pictures
L (L) My Received Files P
Desktop By videos .
ﬁs»'mantec
(L TurboCAD Deluxe 15
@IMV Sharing Folders
My Documerts
My Computer
- 4
o File mame: |Eoi_og o |VI Save 1
My Network | Save astype: | Excel files {"xs} Iv] [ Cancel ]
BioAxxis® ThumbLock® 31




BIOAXXIS > http://www.BioAxxis.com

Section 11 Exporting Audit Trail Records from the

BioAxxis® ThumblL ock® to the Flash Drive

11a) Plug Flash Drive into
the USB port located at the
bottom of the Interior Unit

11b) Click on “M”

NOTE:

“M” is the Menu option. This
controls all Menu Options on
the BioAxxis® ThumbLock®.

“E” is for Exit. When this is
pressed the existing menu will
be closed. If pressed multiple
times, the message “BYE” will
appear, all Menu screens are
exited and LCD will power off.

UP and DOWN arrows scrolls
thru menu options.
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11c) When the message,
“PRESS MASTER FP”
appears on the LCD, rest
an enrolled

Administrators’
Fingerprint (registered as
User ID 001-003 for this
lock) on the
ThumbLocks’ fingerprint
sensor (located on the
outside unit). The
fingerprint sensor will
stay powered on for 5
seconds before powering
off.

11d) The Main Menu
screen is displayed after
successfully completing
step 11c.

11e) Press the DOWN ARROW
until Option 3. U-DISK OP is
highlighted.

11f) Press “M” to select
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11g) Press Option 3.1
RECORD OUT to begin
download of audit trail
records to the flash drive.

11h) When the Audit Trail
Download is complete, the LCD
will revert back to 3.1 RECORD
OUT (highlighted) on the LCD.

11i) Press “E” (for Exit), until the
LCD powers off.

11j) Remove the Flash Drive
from the bottom of the
BioAxxis® ThumbLock®

BioAxxis® ThumbLock® 34



BIOAXXIS > http://www.BioAxxis.com

Section 12 Importing Audit Trail Records from the Flash
Drive into the AT Software

12a) Plug Flash Drive into available USB Port on your PC/Laptop

|=:":' BioAxods - ThumbLock Management

System Lok User Record Maintan  About

(o I J | &0 | Select v | Count: 0
= L Al Locks Name: UserlD | Role | Time Setting

1] Front Door

11] Back Door

1] BreakRoom

Manage &

Ur SystemLog 12b) Click IMPORT
Import Record /

4~ Query and Print Record RECORD

HORRE>

Import Record

File for import /I_I—
12c¢) Click
| e

D Delets the file after successfully dons ’ Import ] [ Close ]

BioAxxis® ThumbLock® 35



BIOAXXIS > http://www.BioAxxis.com
Vlmport [E]

e |_f_" Sl M o2 m 12d) Choose the file from
L.é [=ljpon1.RECH your flash drive, where
grgcﬁ;cem the four digit file name
- corresponds to the LOCK
@ ID number that the Audit
Desidon Trail records have been
' downloaded from.
=
My Documents 12e) Click OPEN
My Computer
/ |
Fie name 0001.REC v] r‘Qpan |
My Network. | Fles sbivpe [ Lock records file (~REC) v [ caes |
Import Record
File for impart

o q
[] pelete the file after successfully done 12f) Click IMPORT
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Import Record
File for import
F:\0001.REC
= Importing records, please wait ... 12g) When audit trail records have
=+ Correct; 10, Incorrect:0, Repeated:0 been successfully downloaded, the
v Completed o message COMPLETED appears.

12h) Click CLOSE

/

J

[] pelete the file after successfully done ’ Import l rlclose l
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Section 13 Viewing, Printing and Exporting Downloaded

Audit Trail Records

3 Biokwxis - ThumbLock Management

System Lock User Record Maintsin  About

L % | & )0 | Select » | Count: 0
# Al Locks Name UserD |Roe | Time Setting
[7] Frant Door
| Back Door
| Break Room
Manage &
System Log 13a) Click QUERY AND PRINT

Import Record / RECORD
4~ Query and Print Record.

OG>

| Query and Print Record

| PJouery |FBport <y [& previen | 6] dose

Arcess Time
Query Condition Ed

Date
from |:dnesday, March |¥
to |dhesday, March |¥|

User Name

fike {Tom Tomlinsan

Lack Name
ke Front Doar /

¥ Qperation

= |Unlockby PP <o

<

13b) Specify Query Conditions by....

° Date Range - If this box is checked (and no

/ other Query Conditions are checked), it will

search for all downloaded Audit Trail records
for specified Date Range only.

. User Name - If this box is checked (and no

/ other Query Conditions are checked), it will

search for Audit Trail records for the Specific
User Name entered only.

. Lock Name - If this is checked (and no other
Query Conditions are checked) it will search

I for Audit Trail records specific to the Lock

Name entered only.

. Operation - If this is checked (and no other
Query Conditions are checked) it will search

BioAxxis® ThumbLock®

for Audit Trail records specific to the
Operation specified only.

If all four are checked (as is the case with this screen
shot), all Audit Trail records will be retrieved for Date
Range specified, where Tom Tomlinson unlocked the
Front Door with his fingerprint.
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Query and Print Record

(0] close

E’JQuery ,:JExpan 23 Print @Prewew

Access Time Lock ID Lock Name User [D User Name Cperation

Query Conditio

Date

from |:dnesday, March !v_

13c¢) In this case, we will search by specific Date

to |:dnesday, March “ Range_
User M

. ‘.:E - 13d) Once Date Range is entered, click QUERY.
like:

[ Lock Name

like:

D Operation
Query and Print Record @
| ouery | (ot Pt [Qpreview | (6] dose Count: 32

Access Time Lok | Lock Name User D | User Name Operation iy
s 2
Query Condition & Logout fstem Menu
Date Fajgll PP Access

20090318 111716 fled FP Access

from |xdnesday, March |¥
' 2009-03-18 11:17:25 Falled FP Access
Faled FP Accese

b [shesday, Mach |88 MOR013 11:17:39
20090318 11:17:48 Faled FP Access

2009-03-18 57

[ User hame

Falled PIN access

like
20080313 11:19:48 il Smith Lagin System Menu
[ Lock Name: 0090318 1120256 |1 Front Do il Smith Logout System Menu
ke 20080318 1 Front Door Jack Tomlinson | Unlock by FP
onana.18 10330 9 Econt Do Jark Tomlinenr Unlnck by Dacoueyd
|:| Operation

13e) Retrieved Audit Trail records will display the Date and Time of
the event, Lock ID that the event took place at, Lock Name that the
Lock ID is associated to, User ID associated to the event, User
Name associated to the User ID and the Operation that was
performed per the Query Conditions entered.
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m" n ﬁrlntllecord

-0d
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Query | (™ Export int Preview @ Close Count: 32
Access Time LockID | Lock Name UserID | User Name Operation fad
Query o Ii WEIFB LGS |1 Front Door o1 |Blsmith Logout System Menu
200903-181L17:04 |1 Front Coor o Failed FP Access
13f) To PRINT retrieved 7% |1 Frant Coar 00 Faled FP Access
I'eCOI'dS, click the PRINT 17:25 |1 Front Coor 000 Failed FP Access
x|t Front Door 000 Faled FP Access
button. 1748 |1 Front Coor 00 Failed FP Access
s |t Front Door 000 Faled PIN access
2009-03-18 11:19:48 |1 Front Doar 001 Bill Smith Login System Menu
[ LockName 2009-03-18 11:20:56 |1 Front Door 001 Bil Smith Logout System Menu
ke /ﬁ 008031811238 |1 Front Door 005 JackTomiinson | Unlock by FP
A | 2009-03-18 1123138 |1 Front Door 005 Jack Tomingon Unlock by Passward =
O operatin W90 11702 |1 Frant Daor 01 Bl Smith Lagn System Menu
= 2009-03-18 11 i Front Door 001 Bill Smith Logaut System Meny
20090318 11: 1 Front Doar 001 Bill Smith Unlock by FP
|m0egr8 it 1 Front Door 000 Faled FP Access
20090318 11:27:59 |1 Front Door 005 Jack Tominson Unlock by FP
Wn\ Record W
')QUEW Jmawrt i Print @‘P[EV\EW J @ Close Count: 32
; Access Time LockID | Lock Name UserID | User Name Operation Fad
& 00903-18 115148 |1 Front Door 001 Bill Smith Logaut System Menu
D 0090318 1817:04 |1 Front Door 000 Falled FP Access
133) To EXPORT retrieved data ere |1 Front Door 000 Faled FP Access
w17 |1 Front Door 000 Faled FP Access
to an MS EXCEL ﬁle' click on the w1y |1 Front Door 000 Faled FP Access
EXPORT button wi7e (1 Front Door 00 Falled FP Access
1 Front Door 000 Faled PIN access
1 Front Door 001 Bill Smith Login System Menu
[ LockName 2009-03-18 11 1 Front Door 001 Bil Smith Logout System Menu
ke /—‘ 009031816238 |1 Front Door 005 Jack Tominson | Ulock by FP
A | 2009-03-18 1123138 |1 Front Door 005 Jack Tomingon Unlock by Passward =
00 Operation 0090381426502 |1 Front Door 01 Bty Logn 5ystem Menu
= 2009-03-18 11 i Front Door 001 Bill Smith Logaut System Meny
2008-03-18 11: 1 Front Door 001 Bill Smith Unlock by FP
| 2009-03-18 11: 1 Front Door 000 Faled FP Access
I 2009-03-18 112758 |1 Front Door 005 Jack Tomlinson Unlock by FR
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'Save As

2)&d

Savein: | |D My Documents

& © % i@

My Albums
.. (L)My eBooks
Wy Recert | [EMy Music

Documents | |E3My muvees

13h) Choose the location
on your computer for
where to save the file.

= IE‘M\: Pictures
|_ 4 ([CS)My Received Files
Desktop By videos P
(L) symantec

: || [STurboCAD Deluxe 15
J {58 My Sharing Folders

My Documents

13i) Name the file

13j) Click SAVE.

M e

‘g File name: ‘301—!!9 {

My Network Save as type: ‘ Excel files {"xls)

Iv] [ Cancsl ]

BioAxxis® ThumbLock®
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4. Support Information:

For warranty support please call BioAxxis Development Corporation
directly at 315-635-5540 OR e-mail support@BioAxxis.com .

BIOAXXIS® BRAND LIMITED WARRANTY COVERAGE
“REPAIR OR REPLACE”
BIOAXXIS Limited Warranty Coverage begins on BioAxxis® brand

products from the date of purchase or original registration for the
following products and time periods...

BioAxxis® BD1 Two Years
BioAxxis® BD1-HS  Two Years
BioAxxis® L113 Two Years
BioAxxis® MA1 Two Years
BioAxxis® MALIAT  Two Years
BioAxxis® PCL-1 Two Years
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BIOAXXIS offers the following limited warranty on our
BioAxxis® brand products....

If the installed products listed above experience any mechanical or
electronic failure caused by defects in material, design or
manufacturing workmanship during the warranty period as defined
above, BIOAXXIS will either repair or replace the product for
customer at the full expense of BIOAXXIS, including Ground
shipping of replacement parts or products to customer.

BIOAXXIS determination of whether to repair or replace product
(irrespective of customer or other 3rd party opinion) shall be at
BIOAXXIS full and exclusive discretion. This determination will be
final and conclusive in all respects.

Limited Warranty does not cover the following...

1. Product finish (unless expressly stated in product specifications)
2. Abused or misused products

3. Installation damage or neglect

4.  Return Shipping charges on RMA

5. Expedited (2nd Day or Overnight) shipping of warranty
replacements

Any BioAxxis® products advertised by any reseller for less than the
current published MAP price will immediately cancel that reseller’s
ability to resell BioAxxis® products.

In no event shall BIOAXXIS be liable for any incidental or
consequential damages arising from the sale or use of the product.
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If Limited Warranty Coverage has been verified and a covered defect
acknowledged by BIOAXXIS, please call for an RMA Number per
stipulations in our Return Policy and send to...

BioAxxis Development Corporation

Attn: Returned Merchandise Authorization
15 East Genesee Street

Baldwinsville, New York 13027
1-315-635-5540
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