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BioAxxis® ThumbLock® PCMU User Manual

1. Items Included with the BioAxxis® ThumbLock®
PCMU:

e Software CD, including User Manual
e USB 2.0 Fingerprint Sensor

e BioAxxis® Flash Drive

2. IMPORTANT NOTE:

Prior to setting up the PCMU software, be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference BioAxxis® ThumbLock® User Manual
for details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
BioAxxis® ThumbLock® User Manual)

3. Supported Operating Systems:

Win 2000 Service Pack 3, IE6.0 or above, Win 2000 Service Pack 4,
Win XP Service Pack 2 and above, Win Server 2003 and Windows
Vista

BioAxxis® ThumbLock® 2
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Section 1 Installing the BioAxxis® ThumblLock® PCMU

Software

1a) Insert PCMU CD into CD ROM drive

1b) CD should auto-run the .exe file. If it does, then follow the
system prompts to install the software. If the auto-run feature does
not execute, then use the following steps:

e 1bi) Open your CD drive in My Computer

e 1bii) Double click on the setup.exe (installation will now take
place, follow system prompts to complete installation)

1c) Once installation is complete, a shortcut named, “ThumbLock
Management” will be present on your desktop.

BioAxxis® ThumbLock® 3
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Section 2 Installing the USB 2.0 Fingerprint Sensor and

Driver

2a) Be sure that your installation CD is still in your CD ROM drive,
since this is where the driver files are located.

2b) Plug the USB connector of the fingerprint sensor into a free USB
port on your laptop or PC (if installing on a PC, be sure to plug into a
free USB port on the back of your tower).

2c) Once the fingerprint sensor is plugged into your USB port, you
should receive a message in the bottom right hand corner of the
screen stating “Found New Hardware” and the Hardware Wizard

will pop up as follows:

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps you install software for:

PEFIS Astar22(0 Device

'j i your hardware came with an installation CD
g orfloppy disk. insert it now.

What do you want the wizard to do?

. O Install the software automatically (Recommended)
2d) Choose this R

option

BioAxxis® ThumbLock® 4
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Found New Hardware Wizard

Please choose your search and installation options. :5

Lse the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[ 5earch removable media floppy, CO-ROM._)
Include this location in the search:

{\ FSacuments and Seftings'.Sean Con',\'a}"'-.Desktop"-[v] [ Browse ]

2f) Choose this

hoose the driverto install.

option o select the device driver from a list. Wi 2g) Choose st
ke will be the best match for your hardwar] BROWSE
< Back ” Meodt > l [ Cancel

-

Browse For Folder 1

Select the folder that contains drivers for your hardware.

% Local Disk (C:) [t |

Se# PRESARIO_RP (D:) | 2h) Click the plus sign
(+)iD20311 1308 [E: ; symbol next to your CD
22 private on 'fileserver’ (P1) ROM Drive

2 shared on 'fileserver’ (S:) I ‘
@ My Sharing Folders
& Shared Documents
[C3 Fuzzy Lil Man Peach's Documents [v]

HEEHEEEE®

E

To view any subfolders, dick a plus sign above.

Cancel

BioAxxis® ThumbLock® 5
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Select the folder that contains drivers for your hardware.

) Driver ;
= nrivate Dl%/\l_&' (P2
=X sh3 2i) Click on the
&g my DRIVER File
& shd

I Fuzzy Lil Man Peach's Documents
‘ﬂ My Metwork Places

B Driver

To view any subfolders, dick a plus sign abowve.

(]

2j) Click OK ,E:>f = H

Cancel

-

Found New Hardware Wizard

Please choose your search and installation options.

(%) Search for the best driver in these locations.

[] Search removable media floppy, CO-ROM..)
Include this location in the search:

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

| EAPCMUNLCZ200 PCMUNDriver

vl [

Browse |

() Dont search. | will choose the driver to install.

Choose this option to select the device driver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

il

]
2k) Click NEXT L™~

Mext

] [ Cancel

|

BioAxxis® ThumbLock® 6
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Hardware Installation

| ] E The software you are installing for this hardware:
L

PEFIS Astar2200 Device

has not passed Windows Logo testing to venfy its compatibility
with Windows XP. (Tell me why this testing is important )
Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

21) Click I g
Hebllie Continue Anywary ] £ STOP Installation |
ANYWAY

Found New Hardware Wizard

Completing the Found New
% Hardware Wizard
~

The wizard has finished installing the software for:

E PEFIS Astar2200 Device

Click Finish to close the wizard.

2m) Click FINISH

2n) Once FINISH is clicked, you should receive a message in the
bottom right hand corner of your desktop stating that the device is
installed and ready to use.

BioAxxis® ThumbLock® 7
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Section 3 Uninstalling the BioAxxis® ThumbLock® PCMU

Software

a) In the bottom left hand corner of your screen, click
START->CONTROL PANEL

| O Controt Panet

3b) Double click on Add or
Remove Programs

) Add or Remove Programs E]@
e} S
i:ﬂ‘ Currently installed programs: [ show updstes Sortby: [Hame [+]

Changeor | e
;;g‘g’:s : Y Sze 1678
3c) Click on ThumbLock S e
. Sze  13.23MB
eyt Management (PCMU)
Lew Size  266.00MB
Programs
Sze  2.39ME
:;] (@) synaptics Pain - Size  25.87MB
AddRemave | T Testorive Clen Sze  6.76MB
Windows

Components £ ThumbLock Management (PCHMU)

@

SetProgram To change this program or remove it from 3d) Click REMOVE
Access and
Defaults

Size  4.25MB

Click here for support information. Used frequently

LastUsed On  3/12/2008

& Windows Internet Explorer 7 3.18MB

Live installer

Sie 2998
Live Messenger See 3203 ‘
ws Live Signin Assstant sze 1938 |

s XP Service Pack 3
B winRAR archiver

Size  3.23MB |
v

BioAxxis® ThumbLock® 8
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Add or Remove Programs

\_?/ Are you sure you want to remove ThumblLock Management (PCMU) from your computer?

3e) If you are sure, then
click YES

3f) Follow un-install software prompts thru completion. When un-
installation is complete the ThumbLock Management shortcut icon
on the desktop will be removed.

BioAxxis® ThumbLock® 9
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Section 4 Creating/Modifying the Super Administrator

and General Administrators

NOTE: Only the Super Administrator can Add and Delete other
Administrators as well as perform every other programming
function in the PCMU software. The PCMU software has one Super
Administrator that can be created and multiple General
Administrators.

The multiple General Administrators can perform all functions in the
PCMU software, except for changes or deletions of other
administrators. However, they can make changes to themselves.

Use the following steps to create the Super Administrator:

4a) Double click on the ThumbLock Management shortcut on the
desktop.

all \ersion: 2,1.0
User's LDg-iI‘I Login Mame
Administrator (Super Admin) v

(o] [(=

=5 =

4b) Click LOGIN

BioAxxis® ThumbLock® 10
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fersion: 2.1.0

User's Log-in

4c) Until the Super
Administrator is

need to be

field blank.

entered. Click OK
with the password

Login Mame

Administratar (Super Admin) b4

Please input password

created, a |
password does not

vo ] [e=

[ Biakuai - Thanmbl ock Management

BloAXXIS>

BioAxxis® ThumbLock®

abacs = | Cowunt 0

4d) Click on SYSTEM, then
choose MODIFY CURRENT
ADMINISTRATOR

11
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Modify

ogin Info

Log
i N BobJones/

Verification Mode

ssword & Fingerprint w|

Password &FingerfFingerprint

B RN BRI R RN

Confirm Password

Passward

word &Finge

Password rm Password

Regular FP { Mo ) IX Delete ]

BackupFP {MNo)

B Enrall

Regular FP | No ) Iﬁ Enroll ] IX Delete l
BackupFP (Mo ) [ﬁ Enrall ] IX Delete ]
I OK ] I Cancel l
Modify
— Login Info
Login Mame  |Bob Jones
Verification Mode | Password & Fingerprint |

4e) LOGIN NAME can be changed
from the default of
ADMINISTRATOR to whatever
you choose.

4f) Choose which of the 3
VERIFICATION TYPES you would
like to use to log into the PCMU
software with. In this case we
are choosing PASSWORD &
FINGERPRINT. By doing this, the
Super Admin will need to enter
their password and scan their FP
to log into the PCMU software.

If you were to only choose
PASSWORD from the drop down
menu, then step 4g would be
followed.

If you were to only choose
FINGERPRINT, then step 4h
would be followed.

4g) Enter the alpha-numeric
password you would like. It can
be any amount of characters and
numbers. Re-enter the same
password in the Confirm
Password field.

[ ] (o=

BioAxxis® ThumbLock® 12
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Register FP

4i) Click the first box to add your
fingerprint. For all three boxes,
you will enroll the SAME finger.

Be sure to choose a finger that
has a clearly defined ridge
pattern where a center swirl
(vortex) can be clearly seen in
the center of your fingerprint.

if

ir) Click the picturebox to enroll fingerprint.
= Each finger should be captured three times image|

[ Confirm ] l Cancel Sensor Config

4j) Rest your fingerprint (that
has a clearly defined ridge
pattern) on the glass of the USB

Register FP

Fingerprint sensor. You may
need to practice a couple of
times to be sure that the vortex
of your fingerprint is centered
when registering. If your

fingerprint has many cracks
going across OR if the image is
faded, be sure to use a different
finger that is better defined.

ir) Captured OK.\nPlease take off fi
iy

l Confirm I l Cancel

El

Register FP

ir) Captured OK.\nPlease take off finger. 4k) Follow the same procedure with the
e,
SAME finger for the second and third

enroliments.

Confirm c|

41) Click CONFIRM

BioAxxis® ThumbLock® 13
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Modify

<]

— Login Info

4m) To add a backup finger (different

Login Mame  |Bob Jones

Verification Mode EPass‘;-.'ord & Fingerprint

from the Regular FP that was just
enrolled), click ENROLL next to Backup
FP. Follow the same process as steps

4i-4j.
— Password &Fingerprint
Password | TeeEeeesss Confirm Pafbward | ===
Regular FP {OK ) Eﬁ Enroll [X Delete ]
Backup FP [ﬁ Enroll ] [ . Delete ]
I QK ] [ Cancel l
Modify
— Laogin Info
Login Mame |Bob Jones

Verification Mode EPass‘;-.'ord & Fingerprint

— Password &Fingerprint

Password

Confirm Password

Regular FP {OK )

[@ Enroll

| [xopeete |

BackupFP  {OK)

e Evvol |

[X Delete ]

— 4n) Click OK

BioAxxis® ThumbLock®
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40) The Super Administrator can also create multiple General

Administrators. To do this, use the following steps:

[ Dlokioeds - ThumbLock Management
- _ T

Gabct = | Count. 0

4p) Click on SYSTEM, then choose ADD
] scens SYSTEM ADMINISTRATOR

pom e g

BIOAXXIS>

4q) Follow steps 4e to 4n from this section to add a new General
Administrator. Once completed, the Super Administrator can use
the same process to add multiple General Administrators. The
General Administrator/s will need to be present if they are going to
have fingerprints associated to their General Administrator account.

[ Uikt - ThmibiLock Managemnent

4r) Click on SYSTEM, then choose EXIT. In Section 5 we will
learn how to log into the PCMU software with the

administrative rights that were created.

BIOAXXISD>

BioAxxis® ThumbLock® 15
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Section 5 Logging into the BioAxxis® ThumblLock® PCMU

Software (Super and General Administrators)

5a) Double click on the ThumbLock Management icon that is located

on your desktop.

Al ‘ersion: 2.1.0

User's Log-in

Login Mame

Bob Jones (Super Admin)

b

Bob Jones (Super Admin)
Gil (General Admin)
Joe (General Admin)

Jack (General Admin)

4\?

as.

5b) From the drop down
menu, choose which
Administrator to log in

Version: 2.1.0

User's Log-in

Login Mame

Bob Jones (Super Admin)

T ] |

Exit

5 =

5c) Click LOGIN

BioAxxis® ThumbLock®
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BIOAXXISD

Version: 2.1.0

User's Log-in

Login Mame

Bob Jones (Super Admin) v

Please input password

QKV_\\[ Cancel ]

5d) Enter your PASSWORD (if
applicable) and click OK

5e) If you have associated a

Wersion: 2.1.0

User's Log-in

Fingerprint with your
Administrator account
Please click Verify and press your| during set up, then you will

need to verify your
registered fingerprint at
Log In.

Click VERIFY and rest your
registered Administrator
fingerprint on the USB

fingerprint sensor for

[ Eerﬁﬁ l Cancel verification.

BlOAXXIE>

5f) If successful, you will be in the Home
screen of the PCMU software.

BioAxxis® ThumbLock® 17
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Section 6 Deleting General Administrator Accounts

NOTE: Only the Super Administrator can Delete other
Administrators, therefore you must be a Super Administrator and

logged in as a Super Administrator to perform the following function:

i Biokwds - ThumbLock Management

System User Record Maintain  About
@ gpron.. | Lo Bb )0

| Select - | Count: 0

Ad System Administrator Y

Delete System Administrator...

6a) Click on SYSTEM, then choose DELETE SYSTEM

Modify Current Administrator...
System Loc ...
Sice Bar

Logout

Ext
7 e ST P RECSTD

HiOAYTESS

Delete Admin ‘
|

Select Admin

Jack vl

6b) Choose the General Administrator
to be deleted and click DELETE.

Gl —
Joe
Jack

[ ok 4 [ conce |

BioAxxis® ThumbLock® 18
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BIOAXXIS>
Delete Admin

oy

?) .
tf/ Delete the admin?

. Yes | [ Mo

}

6¢) Click YES

Delete Admin

Select Admin

il P

Joz

Delete ]

6d) General Admin has been successfully
deleted, click CANCEL.

BioAxxis® ThumbLock®
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Section 7 Setting up and Modifying Individual/Multiple

BioAxxis® ThumblLock® Access

IMPORTANT NOTE:

Prior to setting up the BioAxxis® ThumbLocks® in the PCMU
software, be sure to do the following:

e Set up correct Date/Time settings at the BioAxxis®
ThumbLock® (reference BioAxxis® ThumbLock® User Manual
for details).

e Create Lock ID at the BioAxxis® ThumbLock® (reference
BioAxxis® ThumbLock® User Manual).

**ECAUTION***

FALSE ACCEPTANCE RATE WILL INCREASE IF SENSITIVITY LEVEL IS
RAISED TO LEVEL 8 or 9.

|=:':‘ BioAxxis - ThumbLock Management

System ‘Lud& User Record  Maintain  About
&l )

B Newlock

me 3/| 34 Export to Lock

[0 | Select » | Count: 0

UserID | Role Time Setting

Manage &

Ur SystemLog

Import Record 7a) There are two ways to set up the locks.....you
- Query and Print Record can either use the drop down menu OR the easy
e to see icons above ALL LOCKS. To keep things
Bi@ simple, we will use the icons located above ALL
LOCKS.

BioAxxis® ThumbLock® 20
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3 BioAxxis - ThumbLock Management

Lock Record About

System

LUser Maintain

]

5
e

A 7 Al Locks Name

7b) Click the icon with the green plus arrow
(when cursor is held over icon, the text
NEW LOCK appears) to add a new lock.

NOTE: There is no limit to the number of
locks that can be created. /

//
/

/

Lock

General | Time Setting

LockID * |1 &2

Mame * |Front Door

N

7c) Use the up/down arrows or type
in the LOCK ID number that you are
creating (again, this should
correspond to the Lock ID that has
already been created at the lock).

7d) Type in a NAME for the lock.

7e) Choose the desired level of
FINGERPRINT SENSITIVITY from the
drop down menu. Level 1is the
MOST stringent (requires very well
defined fingerprint ridge patterns
and almost perfect fingerprint
placement) AND Level 9 is the LEAST
stringent (requires less defined ridge
patterns and is more forgiving of
fingerprint placement).

Mame * |FrontDoor

Fingerprint Sensitivity: |7
2 ~
“erification Mode 3 O Both
4
5
7
Info g |Save m
0 swe | [ gancel |
Lock
General | Time Setting
LockiD = [1 =

Fingerprint Sensitivity : | 7 /

\

Verification Maode ® 11 O 1N O Both
Info [ Save ] [ Cancel
BioAxxis® ThumbLock® 21

7f) Under VERIFICATION MODE, there
are three choices for how all enrolled
users will verify themselves for access
to unlock the specific door lock:

. 1:1...When this is chosen,
all users enrolled at this
lock must enter their User
ID, then verify their
enrolled Fingerprint or PIN
Code to successfully unlock
the door.

. 1:N...When this is chosen,
all users enrolled at this
lock will only need to
match their enrolled
Fingerprint or PIN Code to
successfully unlock the
door.

. BOTH...When this is chosen,
all enrolled users can use
the 1:1 OR 1:N method to
successfully unlock the
door.

In this case, we are going to click on
1:1.
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Lock

E

t——1 7g) Click TIME

MName

General | Time Setti

Lockip = [T &

*

SETTING

Front Door

Fingerprint Sensitivity

Verification Mode : ® 11 Q1N O Both

Info Save Cancel y
Lock /

General | Ti

Time Mode: All Dates an
=

=

O(@Routine

-~
d Times

Info

Save ] [ Cancel ]

Lock

X

General

Time Mode: & All Dates and Times (O Invalid ) Routine

7i) Once Time Mode has been
chosen/created, click SAVE

Info

7h) Under the TIME SETTING tab,
there are three TIME MODES
that may be chosen for the lock:

ALL DATES AND TIMES...When
this is chosen, the specific lock
allows for all enrolled Users to
have access to unlock the door.
The exception to this is if specific
Timed Access is set up for
individual Users.

INVALID...This can also be called
lock down mode. When this is
enabled, only Administrators for
the specific lock will have access
to unlock the door.

ROUTINE...This mode allows for
timed access to the lock to be
created for specific dates, days
of the week and time frames
within the days of the week
chosen.

NOTE: The Time Setting
chosen/created for the lock will
override any specific Timed
Access assigned for a specific
User. For example, if ROUTINE is
chosen for the lock and set to
Mon, Wed and Fri 9am to 5pm,
Users will only have access to
unlock the door during the set
days and times, no matter what
individual timed access was set
for them.

’ Save ] ’gancel ]

BioAxxis® ThumbLock® 22




BIOAXXISY

http://www.BioAxxis.com

&% Biokxxis - ThumbLock Management

System

Lock User Record  Maintain

Manage ]

(3 SystemLog
Import Record
4 Query and Print Record

0K

* Al Locks

About

5 FrontDour\
1] BackDaor

7j) The settings that have
been saved for any lock can
be edited. To edit a specific
lock’s settings.....

7Kk) Click on the lock name
that will have settings edited
and click on the EDIT LOCK
icon.

% Biokxxis - Thumblock Management

71) It is possible to delete

System Lok User Record  Maintain

Manage &

¥ System Log
Import Record
) Query and Print Recard

BIOAXXIS>

BioAxxis® ThumbLock®

" All Locks

About

| Name
~ Front Door
11 Back Doar

23

| [ &0

an individual lock or
multiple locks. To delete
a specific lock.....

7m) Click on the lock
name that will have
settings edited and click
on the DELETE LOCK icon
(with red X).

NOTE: Before a lock can
be deleted, all users
from the specific lock
must be deleted first.

=
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Section 8 Adding/Modifying Users at Individual Locks

!:*:' BioAxxis - ThumbLock Management

System lock | User | Record Maintain  About

] vevuee b [P Ire | Selee« | Cout: 0
& Edit User - All Locks % e T Caii
E— ;; Zj:ii% 2 Fonioier 4======1 3.} Highlight the lock for a
_— User/s to be added to.
Manage g corte
4 SystemLog

Import Record
2 Query and Print Record

BIOAXXIS>

% BioAxxis - Thumblock Management

System lock | User | Record Maintain  About
WY New User b R AR e | Select + | Count: 0
| o EditUser \ : User D |Role | Time Setting
& Delete User
200 (8 serinlLocks
i3] Copy User
Manage
(r SystemLog
Import Record
B oy b iR 8b) There are two ways to add users to a
specific lock.....you can either use the drop
T
BIOAXXIS down menu OR use the easy to see icon

with a green plus symbol. To keep things
simple, we will use the icon with the green
plus symbol.

BioAxxis® ThumbLock® 24
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& General [£5) Fp apv | ® Time Setting

Name  * |Bill Smith

Remark

— ID &Role of the user in current logy
UseriD = (001 / { Admin:001-003 User:004-393 )

Role

[ooe ) [Com ]

. —1 | 8e) Click on the FP &

& General 3 FP &PIN &,mm' PIN tab

Mame = |Bill Smith

Remark

— ID &Role of the user in current lock
UserID = |00 { Admin:001-003 User:004-933 )

Role

Save ] ’ Cancel

8c) Enter a NAME to associate
to the User.

8d) Enter a 3 digit USER ID.

NOTE: USER ID numbers 001-
003 have Administrative rights
at the specific lock they are
being created for. This means
that they can make any
programming updates or
changes at the lock with their
administrator fingerprint.

Users 004-999 will only have
access to unlock the door that
their fingerprints and/or PIN
Codes are assigned to. They do
not have access to make any
programming updates or
changes at the lock.

BioAxxis® ThumbLock® 25
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User 8f) If a PIN Code is

5 General @) FPAPIN | @5 Time Setting desired for the specific
User, click on the check
box for PIN code.

¥l ﬂ N Code  (The max length of PIN code is 10 and &ll should be digital.)
If a PIN Code is not

PIN Code |*** Confirm PIN Code | %% desired, then leave the
\ \ PIN Code checkbox

unchecked.

Finger 1 [ﬁ Enroll l [X Delete ] 8g) Enter a 1-10 digit PIN

Code and re-enter the
same 1-10 digit PIN
Code.

Finger 2 [@ Enroll ] [x Delete ] (No)

Finger 3 [ﬁ Enrall ] [X Delete ]

=]

(e ) (o

=
8h) Three different
fingerprints (from

three different
[l PIN Code ( The max length of PIN code is 10 and all should be digitg fingers) can be

User

e -
& General | ¥8) FP&PIN | % Time Setting

PIN Code | == Confirm PIN Code | enrolled for the
individual User.

——

) & 8i) Click ENROLL next
Finger 1 Enroll = ¥ Delets {No)
[ﬁ I ] S to FINGER 1 to enroll

Finger 2 [ﬁ Enrall ] [X Delete ] (Mo) the first of the three
Users’ fingerprints.

Finger 3 [ﬁ Enroll ] [X Delete ] (Mo )

’ Save ] [ Cancel

BioAxxis® ThumbLock® 26
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Register FP

&

<

[ Confirm ] [ Cancel

ir) Click the picturebox to enroll fingerprint.
=Y Each finger should be captured three times image.

8j) Click the first box to enroll the
fingerprint. For all three boxes,
the User will enroll the SAME
finger. Be sure to choose a finger
that has a clearly defined ridge
pattern where a center swirl
(vortex) can be clearly seen in the
center of the fingerprint.

Register FP

5]

registering. If the fingerprint has

8k) Rest the fingerprint (that has
a clearly defined ridge pattern) on
the glass of the USB Fingerprint
sensor. The User may need to
practice a couple of times to be
sure that the vortex of the
fingerprint is centered when

ir) Captured OK.\nPlease take o r. many cracks going across it OR if
i the image is faded, be sure to use
a different finger that is better
[ Confirm ] ’ Cancel .
defined.
Register FP

i# Captured OK.\nPlease take off finger.
-

= 1 il
[ Confirm N T o T

8l) Follow the same procedure with the SAME finger
for the second and third enroliments.

8m) Click CONFIRM

BioAxxis® ThumbLock®
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User

Py -
& General | B FP&PIN | 951 Time Setting

[l PIN Code { The max length of PIN code is 10 and all should be digital.)

[reen

PIM Code |*** Confirm PIM Code

g @ envol | [X Deete (oK) | 8n)Follow steps 8i thru 8m to
- enroll the Users’ other two

Finger 2 B Enrall X Dele

g Enroll

selected fingerprints.

Finger 3 » Delete

Save ] ’ Cancel ]

User W
8§ General | &) FP&PIN [ 89 Time Seting M, 80) Click TIME SETTING tab

to create Timed Access for
[] PIN Code {The max length of PIN code is 10 and all should be dif - the User at the specific

PINCade |=™ Confirm PIN Cade | == lock.
Firger 1 ’@‘ Enroll ] [x Delete ] (OK)
Finger 2 ’ﬁ’ Enrall ] ’X Delete ] {OK)
Finger 3 [ﬁ’ Enrall l IX Delete ] (OK)
[ Save ] [ Cancel
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User

8 General (@) FP &PIN | & Time Setting l

X]

8p) Under the TIME

Time Mode: (3 All Dates and Times (O Invalid O Routine

12:00:00 AM

SETTING tab, specific
timed access can be
created for the specific
User for the lock that
they are assigned to.

NOTE: Per Section 7h,
the Timed Lock Access
that has been assigned,
will override any specific
Timed User access that

has been assigned.

8q) Under the TIME SETTING tab,

there are three TIME MODES
that may be created for the

Saturday , Jan

12:00:00 AM

[ Add to allocks sae | [ cancel |
User m
8 General | @) Fpapm | % Time setting |
Time Mode: (& All Dates and Times (O Invalid ) Routine

specific User:

ALL DATES AND TIMES...When
this is chosen, the specific User
has access to unlock the door at
any time with their enrolled
Fingerprint or PIN Code.

INVALID...This can also be called
lock down mode for the specific
User. When this is enabled, the

[ Add to all lacks

User will not be able to unlock
the door with their enrolled
Fingerprint or PIN Code.

BioAxxis® ThumbLock® 29
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r E
& General | &) PP apm | B Time Setting |

Time Mode: & All Dates and Times O Invalid ) Routine

= = = = = HE ©@
Saturday , Jan Thursday , Dece

12:00:00 AM 11:59:59 PM

[ add to all locks Save Cancel

8r) Once Time Mode has been =
chosen/created, click SAVE

System  lock User Record Maintsin  About

) W} L Select | Count: 1
Bioaccess Control <. =
= 7 All Locks Name |UserID | Role | Time Setting
Melcome, Bab Jones -
Time 3/22/2009 4:26:03 PM - [1] BackDaor

Manage S

Uk SystemLog
. Import Record
2 Query and Print Record

BOATKISS

8s) Bill Smith (User ID 001) has now been successfully created
in lock FRONT DOOR (Lock ID 1).
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8t)_ Follow the same process from Section 8 to add additional Users.

8v) Click on the EDIT
USER icon (picture of
person with pencil

I N
>.’a‘$|“.l

| ]

| Select + | Count: 1

. th 't) | Mame User ID Role Time Setting
going thru t). % Camsm o em Momeme
Time 2/2 P l/\l
Manage & 8u) It is also possible to EDIT a User. To
s System Log do this, highlight the User Name
Import Record

4~ Query and Print Record

BIOAXXIS>

User

&

@)

8 General

@) Fp &P | ¥ Time Setting

Name

Remark

UserID = |001

Role

= |Bill Smith

— ID & Role of the user in current lock

{ Admin:001-003 User:004-999 )

[ Save ] I Cancel

BioAxxis® ThumbLock®
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8w) Make changes

and click SAVE
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Section 9 Assigning User/s to Multiple Locks

9a) To assign an Individual User to Multiple Locks, use the following

steps:
i Biokods - 1
9c) Click on the COPY
System  Lock . )
USER 'COT‘ Rl b EREN e Rt | Select - | Count: 3
g overlapplng paper) Wme UserID | Role Time Setting

1 ‘\ GacT oooT
|| BreakRoom

i__#_m

| Jack Tom Al Dates & Times

9b) Highlight specific User  [*

Manage

% System Log
Import Record
) Quey and Print Record

HORE>

|=§3' BioAxxis - ThumbLock Management

oo 9e) Click on PASTE USER
. . Maintasin ~ About
9d) Highlight TR J."’ 280 ‘< icon (picture of clipboard
the lock to B AllLocks Name =F == | and paper.
paste the S
copied User [1] Break Room
into. o
Import Record

2 Query and Print Record

BOATES
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System Llock User Record Maintsin  About

http://www.BioAxxis.com

(bl R A=W e | Select - | Count: 1
All Lacks lame UserID | Role | Time Setting
e < | IS
7 Back Doar !
|'] BreakRoom

Manage &

N 9f) User is now added to the lock he has been pasted into.

Import Record
2 Query and print Record The same process can be used to add the User into other
locks.
% 8
BIOAXXIS i i i
Note: Once User is pasted into a different lock, the User’s

access can be edited by using the EDIT USER function.

9g) To assign Multiple Users to Multiple Locks, use the following
steps:

|!§f' BioAxxis - ThumbLock Management

System Lok User Record Maintsin  About

1 J.t.‘&t|‘u‘z\®\ﬂ || Select +|| Count: 3
i Name UserD [Roe |Tme§ Al
5 Front Door :_ Invert sele
‘ . | Jack Tomlinson Al Dates & Times
| ‘-T‘Jn'vFHhum | Al Dates & Times
tano 9h) Highlight the lock
C e | thatthe USERS will be
/2 weyandrinit|  copied from. 9i) Click SELECT and choose ALL if all Users will be

. : copied from the lock and pasted into another
BIOAXXIS lock.

OR

PRESS and hold the CTRL button on your
keyboard and click on the Users that need to be
copied from the lock and pasted into another
lock.
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BioAxxis
s 1| 9)) Click on the COPY ~
USERS icon (picture of DS LP seled - count 3
overlapping paper) [ UserD | Role | Time Setting

Time 3/22/2009 7:54:45 PM s
-[1] BreakRoom
Manage

Jr System Log
= Import Record
4 Query and Print Record

HOAKHES

i Biois - ThumbLock Management
System Lock User Record Maintan  About

| 9l) Click on PASTE
U;ERS i ict f
P icon (picture o

AT I Al Locks name e ~Nkoe 7 clipboard and paper.
9k) Highlight 10 Frontooor |
thelockto — 1] Back Door
> Break Room
paste the :
copied Users [#
= Import Record
,‘J Query and Print Record
. — g
BIOAXXIS
I Biokxs - ThumbLock Management
System Lok User Record Maintan  About
Bl bl e & |00 6|2 Selaco Sl
Bioaccess Control T
@ Lr Al Locks Name UserID | Role Time Setting
[J] FrontDoor
[1] Back Door

Time 3/22/2009 8.0 Jack Tomlinson 005

& EreakRoom'\
\E[anum y

O SystemLog 9m) Users have been added to the lock that they were pasted
;) IQ”:‘Z:V::ZE::; e into. The same process can be used to add Multiple Users into
other locks.

BIOAXXIS Note: Once Users are pasted into different locks, the Users
access can be edited by using the EDIT USERS function.

All Dates &Times

Al Dates & Times

»

Manage
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Section 10 Deleting Users from the PCMU

10a) Use the following steps to delete a Single User from an
Individual Lock:

£ BioAads - ThumbLock Management

System  Lock User Record Maintain  About

: Glllolse | RN P | Select - Court: 3
Bioaccess Control = -
= ] MName: User D | Role Time Setting
[1] Frant Doar
-J1] Back Doar
) :‘3 e Jack Tomlinson 005 User | All Dates & Times
Tony Filburn D/ Lser Al Dates & Times
Manage ]
(r SystemLog
= Import Record
,) Query and Print Record
A i 10b) Highlight the LOCK that you want to delete the User
BIOAXX]S from and then highlight the USER to be deleted from the
lock.

% Biokxxis - ThumbLock Management

System Lock User Record Maintain  About

_ AT I T selec 7 Cour. 3
Bioaccess Control ¥
=R All Locks UserID | Role Time Setting
Bob Jones 1] Front Door
o - |7 Back Door
Time 3/2 9 4:01:10 PM 'I:’; Break Room &l Dates & Times
Tony Illburn 004 User All Dates & Times
Manage £
Jr System Log
= Import Record
4~ Query and Print Record
H B A A q
BIOAXXIS 10c) Click on DELETE USER icon (picture
of person with red X)
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10d) Use the following steps to delete a Single User from Multiple

Locks:

I@ BioAxxis - ThumbLock Management

System lock User Record Maintain  About

bl @ DR D | Select | Count: 2
All Locks | Name User D | Role Time Setting

[1] Front Door ] iz .

[1] Back Door
- BreakRaom

All Dates & Times

Manage

Ur Systemlog

= Import Record

/- Query and Print Record 10e) Highlight the USER to be deleted and click the
; y USER IN LOCKS icon (picture of blue folder) to see
BIOAXXIS what locks the user has been assigned to.

‘User in Locks -

% & | Select - | Count: 2 "
i Naﬁ\ Lock User D Role

—!.Iack Twson iant Doar DDE | User
|Jack Tomiindn | Break Roafh |00s |User

10f) USER IN LOCKS screen displays all of the locks that the USER is
assigned to. To delete the USER from an individual lock, highlight the
LOCK and press the DELETE USER icon (picture of person with red X).
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User in Locks

]

=z Seleciv“ Count: 2

| Mar k All | UserlD Role
HJEDK \In'v'ertsele ion 005 User

Jack Tomlin ' B\ak Room 005

10g) To delete the USER from ALL locks they are assigned to, click
SELECT and choose ALL from the drop down menu. Press the DELETE
USER icon (picture of person with red X).
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10?1) Use the following steps to delete Multiple Users from an
Individual Lock:

Gamm Lo L deod Mermn  Sat

e

BIOAXXIE

10i) Highlight the LOCK that you want to delete multiple
Users (but NOT ALL USERS) from and PRESS and hold the

CTRL button on your keyboard and click on the Users that
will be deleted from the lock.

—
S L e Beoed Meetee  Sbeut
- . 2 :

o Fromd Doer I

Bac Do I

BOAREESS

10j) Click on DELETE USERS icon
(picture of person with red X)
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10k) Use the following steps to delete ALL Users from an Individual
Lock:

System lock User Record Maintsin  About

L (L | A ‘ i ! ! ) gk |S§l§(;v“ Count: 3

@ b Al Locks Hame UserlD |Role | Time§

Front Door
[1] Back Door \
N Jack Tomlinsan y

~[[] BreakRoom
NG um 004 u;/ Al Dates 8 Times
Manage

 SystemLog \/

’J :"pm R:E:fdm ; 10I) Highlight the LOCK that you want to
! Uery and Frint Kecor

i DELETE ALL USERS from and then click on
SELECT and choose ALL.

Bioaccess Control s

Welcome, Bab Jones Invert selection

Time 3/23/2009 4:54:58 PM

>

HOAXAS>

System Lock User Record Maintain  About

T, 7 W | Select + | Count: 3

Bioaccess Control <.

Time Setting

User D | Role

= ¢ All Locks

/elcome, Bob Jones

Time 3/23/2002 5:05:14 PM 1] Break Room
!

Manage &

(4 System Log

- Impart Record 10m) Click on DELETE USERS icon
) Query and Prnt Recard (picture of person with red X)

HOARKES
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Section 11 Exporting Data to Flash Drive for Uploading

Data to BioAxxis® ThumblLocks®

NOTE: All Lock and User Data that is exported from the PCMU to the
Flash Drive, then uploaded to the BioAxxis® ThumbLock/s® will
overwrite any existing data in the BioAxxis® ThumbLock/s® that data
is being uploaded into.

11a) Plug your Flash Drive into the USB port of your Laptop or PC.

11b) Use the following steps to export Individual Lock/User Data to
the Flash Drive:

&% Biokwds - ThumbLock Management

System lock User Record Maintain  About

) N ‘t,,;&‘,|;_i I~ pe) | Select - | Count: 3
“p All Locks | Name UserlD | Role Time Setting
+ Front Doar j i

1] BackDoor

I1] Break Room k Tomlinsen 005 User | All Dates & Times

| Jacl

L Filburn 004 User | Al Dates & Times

Manage &
% System Log 11c) Highlight the Lock whose data will be exported to
Import Record the Flash Drive and click on the EXPORT icon (picture of

- Query and Print Record

HOAREES

disk with green arrow above it).
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Browse For Folder

Export Lock.

@ j My Computer
%@ | ocal Disk (C:)
“e# PRESARIO_RP (D:)
«ib DVD-RAM Drive (E:)

;‘g\prl\-ate on filleserver’ (P)
g shared on ‘fileserver’ (5:)
[} Control Panel

l@ My Sharing Folders

(&) Shared Documents

p—— - - =

11d) Highlight your Flash Drive
\ location.

mem| 11e) Click OK

[ MekeNewFolder | [ 0K g

Export Lock

f = =1

1 J Lock exported successful,

11f) Click OK

L ~egs @ty

&3 Eject this disk Hard Disk Drives

Other Places 2 &;@ Local Disk (1) 5{@ PRESARIO_RP (D)

& My Network Places

D My Documents 11g) Go into MY

5 e | coururenane
double click on the

Flash Drive.

[ P,

ble Storage

> -:,:WI KINGSTOM (F:)

BioAxxis® ThumbLock®
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== KinGsTON (F:)

Ele Edit View Favorites Tools Help

Q- @ F Pseer [Broes | [

- F

] 0001,DEV AT P
File and Folder Tasks &3 E ik :« ) 0001
9 Make anew folder - 18 154

€} Pubiish this folder to the
Web

2 share this folder

Other Places B3

J My Computer
&) My Documents . .
) Shared Documents 11h) If Export was successful, you will see three files for the

A individual Lock ID. In this case the Lock ID is 0001.

11i) Use steps 11c thru 11h to Export other Individual Lock/User
data to the Flash Drive.

11j) Use the following steps to export ALL Locks/User Data to the
Flash Drive:

:% Biokods - ThumbLock Management

System lock User Record Mantan  About

W2 ‘ ‘:f\ J | | ]2 | Select + | Count: 0
o & SIS | Name UserD | Role | Time Setting

[ Frant Door

‘ Back Daor

11k) Highlight ALL LOCKS and click on the
EXPORT icon (picture of disk with green
arrow above it).

/1] Break Room

>

Manage

- System Log

Import Record
) Query and Print Record

HORGTSS
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Browse For Folder

Export Lock.

= j My Computer [A]
% Local Disk (C:)
% PRESARIO_RF (D:)

® &

111) Highlight your Flash Drive
location.

- : N D ’ ' Y
=% private on 'fileserver’ (P1)
S shared on fileserver’ (51)

B‘ Cantral Panel 11m) Click OK

IE8 My Sharing Folders /

(&) Shared Documents =

P —— - - =

[ Make MNew Folder ] [ QK j [ Cancel ]

-,

(Export Lock

1 } All locks exported completely.

<::< 11n) Click OK

o v ascuny
&3 Eject this disk Hard Disk Drives

Other Places 2 W Local Disk (€2} w FRESARIO_RP {0:)

&4 My Network Places

B My Docu vable Storage

3 shared{ 110) Go into MY COMPUTER

[ contel”  and double click on the Flash ! KINGSTON (F2)
Drive. :

11p) If Export was successful, you will see three files
for each Lock ID. In this case the Lock IDs are 0001,
0002 & 0003.
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Section 12 Uploading Exported Data from the Flash Drive

to the BioAxxis® ThumblLock®

NOTE: All Lock and User Data that is exported from the PCMU to the
Flash Drive, then uploaded to the BioAxxis® ThumbLock/s® will
overwrite any existing data in the BioAxxis® ThumbLock/s®that data
is being uploaded into.

12a) Unplug the Flash Drive with exported data from your
Laptop/PC.

12b) Plug Flash Drive into the
USB port located at the
bottom of the Interior Unit

12c) Click on “M”
NOTE:

. “M” is the Menu option. This
controls all Menu Options on the
BioAxxis® ThumbLock®.

. “E” is for Exit. When this is
pressed the existing menu will
be closed. If pressed multiple
times, the message “BYE” will
appear, all Menu screens are
exited and LCD will power off.

. UP and DOWN arrows scrolls
thru menu options.
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12d) If an Export Upload to the lock
has been done in the past, the
message on the LCD, “PRESS MASTER
FP” appears. This means that an
enrolled Administrator (Master)
Fingerprint needs to be verified to
gain access to the locks’ menu
options.

When the message, “PRESS MASTER
FP” appears on the LCD, rest an
enrolled Administrators’ Fingerprint
(registered as User ID 001-003 for this
lock in the PCMU) on the ThumbLock’s
fingerprint sensor (located on the
outside unit). The fingerprint sensor

will stay powered on for 5 seconds
before powering off.

If this is the first time doing an Export
Upload to the lock, this step can be
skipped.

12e) The Main Menu screen is
displayed after successfully
completing step 12d.

12f) Press the DOWN ARROW until
Option 3. U-DISK OP is highlighted.

12g) Press “M” to select
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12h) Press the DOWN ARROW
until Option 3.2 DATA UPDATE is
highlighted.

12i) Press “M” to select

12j) While data is being uploaded
from Flash Drive to the BioAxxis®
ThumbLock® the message, “REC
READING” appears on the LCD.

12k) When the Data Upload is
complete, the LCD will revert
back to 3.2 DATA UPDATE
(highlighted) on the LCD.

12I) Press “E” (for Exit), until
the LCD powers off.

12m) Remove the Flash Drive
from the bottom of the
BioAxxis® ThumbLock®
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12n) Repeat steps of Section 12 at all BioAxxis® ThumbLocks® where

data has been exported from the PCMU to the Flash Drive.

120) For steps on how to unlock the door with Fingerprints/PIN
Codes that has been uploaded from the Flash Drive to the BioAxxis®
ThumblLock/s®, see BioAxxis® ThumbLock® User Manual.
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Section 13 Viewing/Printing/Exporting System Logs in

the PCMU

Note: System Log records display all programming that has been
done in the PCMU by Date/Time, Admin and Operation. This is not
to be confused with imported Audit Trail Records (Section 14).

13a) Use the following steps to Download System Log Records:

|=:':' BioAxxis - ThumbLock Management

System Lock User Record Maintsin  About
L e | | Jib .0 | Select v | Count: 0
= L Al Locks Name UserID | Role | Time Setting

1| Front Doar

1] Back Door

I'] Break Room

S

Manage

system Log <::< 13b) Click on SYSTEM LOG
Import Record

2 Query and Print Record

BOAAES
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o s

'Jquery | [ Export gPrmt &Preview | @) Close

Query Condition A

Date

From

To |Wednesday, Mard‘lM

Admin
like: i‘Enh Jones
Operation
like:

Result

13c) Specify Query Conditions by....

Date Range - If this box is checked (and no
other Query Conditions are checked), it will
search for all System Log records for specified
Date Range only.

Admin - If this box is checked (and no other
Query Conditions are checked), it will search
for System Log records specific to the Admin
name entered only.

Operation - If this is checked (and no other
Query Conditions are checked) it will search
for System Log records specific to operation
entered only.

If all three are checked (as is the case with this screen
shot), all System Log records will be retrieved for Date
Range specified, where PCMU Admin Bob Jones used the
Delete function.

BioAxxis® ThumbLock®

13d) In this case, we will search by specific Date Range.

13e) Once Date Range is entered, click QUERY.
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ery and Print Logs (-]
i )Jouery |(@hExport <2 Print [& Preview | 6] Close

Date Acmin Operation
Query Condition & 3R 1/2ut§ 24PM Eob Jones 7} Edit Lm:k* Frant Door about : Nane
3/21/2009 \gs PM 80 Jones Create Lok : 2 - Back Door
£ 3/21/2008 3:g PM 50 Jenes shutdond]
Frem 3/22/2009 23M  |Bob Jones Logn JJ
To [Wednesday, _Marchlw] 3/22/2008 4:25 Bob Jones e o il Smith
3/22/2000 5:25 PP\ |Bob Jomes Creatfflock : 3 -Break Room
[ Admin 3/22/2008 5:317M \ |Bob Jones iz Jfer Tim Jones
ke ‘7| 3/22/2009 5:32PM \ Bob Jones De\#d ussr : Tim Jones
3/22/2009 5:32PM 5ab Jenes Defffed user : 5l smith
[ operaton 3/22/2009 5:33PM o Jones Deffied user : il Smith
like | | 3/22/2009 5:43PM b Jones 1 user Tany Fibum
3/22/2008 5:45 PM Bc\Jores i+ user Jack Tominson
3f22/2003 8118 7M Bob¥gnes utdonn
3/23/2008 312070 Bob 1Nes ogin
3/23/2009 4:11PM 500 Tk Deleted user : 5il Smith
3/23/2009 5:08 PM sob JoncX | [ shutdonn
3/24/2009 11:014M _|Bob Jones \ ff [Logn
3/24/2008 1:04PM 80 Jones Export Lock 1+ront Door

13f) Retrieved System Log records will display the Date and Time of
the event, the PCMU Admin that performed the event and the
Operation that was performed per the Query Conditions entered.

92 records returned.,

 Logs B[ )

i ) Query | [ Export Preview | [6 Close

Date Admin Operation =
Ouery Comdi 3/21/2008 3:24 PM Bab Janes Edit Lock: 1 - Front Door about : Nane
a |_ 3/21/2009 3:26 PM Bab Jones Create Lock : 2 - Back Door
oo 3:37 M Bob Jones Shutdonn
Fre 13g) To PRINT jos 2:31PM Bob Jones Login
retrieved records, 03 4:257M Sab Jones New user Bil Smith
s 5:25 P Bob Jones, Create Lock : 3 - Ereak Room
04 click the PRINT s 5:317m Bab Jones New user Tim Jones
i s 5:327M 5ab Jones Deleted user @ Tim Janes
button. s 5:32PM Bob Jones Deleted user : Bill Smith
04 . 9 5:337M Bob Jones Deleted user : 5l Smith
ke | | 3/22/2009 5143 PM 8ab Jones New user Tony Fibum
3/22/2009 5:46 PM Bab Jones New user Jack Tominson
3/22/2009 B:18 PM Bob Jones Shutdonn
3/23/2009 3:20 M 5ab Jones Login
3/23/2009 4: 11PM Bob Jones Deleted user : Bill Smith
3/23/2009 5:08 PM Bob Jones Shutdonn
3/24/2008 1L01AM  |Bob Jones Logn
3/24/2009 1:04PM Bab Jones Export Lock 1-Front Daor
3/24/2009 2:21PM Bob Jones Export Lock 1-Front Door
3/24/2008 2:217M Sab Jones Export Lock 2-8ack Door
3/24/2009 2:21PM Sab Jones Export Lock 3-Break Room 7
3/24/2009 5158 PM Bob Jones, Shutdonn
3/25/2008 1:00 PM Bob Jones Login
3/25/2009 1:05 PM 5ab Jones Import recards ~

92 records returned.
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Query and Print Logs - E E
§gJauery | (MEswart g Print [& Freview | (6] close
Date Admin Operation -
3/21/2009 3:24PM Bob Jones EditLock: 1 - Front Door about : Nome
3/21f2009 3:26 PM Bob Jones Create Lock : 2 - Back Door
3/21/2009 3:37PM Bob Jones Shutdown
3222009 2:31PM Bob Jones Login
3/22/2009 4:25PM Bob Jones New User Bl Smith
3/22f2009 5:26 PM Bob Jones Create Lock : 3 - Break Room
13h) To EXPORT 3/22/2009 5:31PM Bob Jones New User Tim Jones
3/22f2009 5:32PM Bob Jones Deleted user : Tim Jones
retrieved data to 3/22/2009 5:32°M Bob Jenes Deleted user : Bil Smith
. 3/22f2009 5:33PM Bob Jones Deleted user : Bill Smith
an MS EXCEL file, Yzaraoos sa3M_ |adbores|nemuser Tony loun
A 3/22/2009 5:46 PM Bob Jones New User Jack Tominson
click on the 3/22/2009 8: 18 PM Bob Jones Shutdonn
EXPORT button 3/23f2009 3:20PM EBob Jones Login
3/23/2009 4:11PM Bob Jones Deleted user : Bill Smith
3/23f2009 5:08 PM Bob Jones Shutdown
3/24/2009 11:01 AM Bob Jones Loan
3242009 1:04PM Bob Jones Export Lock 1-Front Door
3/24/2009 2:21PM Bob Jones Export Lock 1-Front Doer
3242009 2:21PM Bob Jones Export Lock 2-Back Door
3/24/2009 2:21PM Bob Jones Export Lack 3-Break Room 3
3/24/2009 6:58 PM Bob Jones Shutdonn
3/25/2002 1:00 PM Bob Jones Login
3252009 1:05PM Bob Jones Import records -
92 records returned.
Savein: | (53 My Documents
LMy Albums
[C3)My eBooks
My Recert | |E3My Music
Diocuments My muvess
— @My Pictures
§ My Received Files : .
[ =My = 13i) Choose the location on
Deskiop My Videos
Epsymantec o your computer for where to
————| |E)TurboCAD Deluxe 15 save the file.
(@ My Sharing Folders
D - 13j) Name the file
oouments
13k) Click SAVE.
My Computer
File mame: |% VI [ Save ]
My Network | Saveastpe:  |Excel files ("ads) [v] [ canca |
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Section 14 Exporting Audit Trail Records from the

BioAxxis® ThumblLock® to the Flash Drive

14a) Plug Flash Drive into the USB
port located at the bottom of the
Interior Unit

14b) Click on “M”
NOTE:

. “M” is the Menu option. This
controls all Menu Options on
the BioAxxis® ThumbLock™.

. “E” is for Exit. When this is
pressed the existing menu will
be closed. If pressed multiple
times, the message “BYE” will

appear, all Menu screens are
exited and LCD will power off.

. UP and DOWN arrows scrolls
thru menu options.
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14c) When the message,
“PRESS MASTER FP” appears
on the LCD, rest an enrolled

Administrators’ Fingerprint
(registered as User ID 001-003
for this lock in the PCMU) on
the BioAxxis® ThumbLock®
fingerprint sensor (located on
the outside unit). The
fingerprint sensor will stay
powered on for 5 seconds
before powering off.

14d) The Main Menu
screen is displayed after
successfully completing
step 12d.

14e) Press the DOWN ARROW until
Option 3. U-DISK OP is highlighted.

14f) Press “M” to select
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14g) Press Option 3.1 RECORD OUT
to begin download of audit trail
records to the flash drive.

14h) When the Audit Trail
Download is complete, the LCD
will revert back to 3.1 RECORD
OUT (highlighted) on the LCD.

14i) Press “E” (for Exit), until the
LCD powers off.

14j) Remove the Flash Drive
from the bottom of the
BioAxxis® ThumbLock®
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Section 15 Importing Audit Trail Records from the Flash

Drive into the PCMU

15a) Plug Flash Drive into available USB Port on your PC/Laptop

|@ BioAxxis - ThumbLock Management

System Lock User Record Maintain  About

s [ | | .0 | selet - | Count: 0
] Zr il Locks | eme UserID | Role | Time Setting
['] FrontDoor I
Tine /3 11| Back Doar
me 3/3 Y
[} Break Room

£

Manage

i System Log

e S 15b) Click IMPORT RECORD
4~ Query and Print Record

BIOAXXIE>

o~ =

Import Record

File for import

15c) Click
Browse...
|_ _|BROWSE

[] pelete the file after successfully done [ Import ] [ Close ]
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vlmport @1

Look in: | S KINGSTON {F) |V| . | 15d) Choose the file from

your flash drive, where

3 the four digit file name
My Recent

Documents corresponds to the LOCK
T ID number that the Audit
: Trail records have been
Desktop
downloaded from.
=7y 15e) Click OPEN

My Documents

=

My Computer ‘
L T D001 REC ¥l  [oeen
My Network | Flsscfype: | Lock recordsfie (REC) [»] [ Cancsl ]
= =1
Import Record
File for import

[ ]
15f) Click IMPORT
[] pelete the file after successfully done [ Import ]<
|
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Import Record
File for import
F:\0001.REC

=+ Importing records, please wait ...
=+ Correct: 10, Incorrect:0, Repeated:0

" Completed. P
e

/

15g) When audit trail
records have been
successfully downloaded,
the message COMPLETED
appears.

15h) Click CLOSE

[ Delete the file after successfully done

J
Import Close

BioAxxis® ThumbLock®
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Section 16 Viewing, Printing and Exporting Downloaded

Audit Trail Records

% Biowxis - ThumbLock Management

System Lok User Record Maintain  About

‘ 3
* =

| Select - | Count: 0

+ All Locks Name UserlD | Role | Time Setting
|,/ Front Door
" | Back Door
] Break Room
Manage A
System Log
Import Record 163) Click QUERY AND PRINT RECORD

) Query and Print Record <@

HORGSS

| Query and Print Record

i Jouery | PExport < print [§ Preview | (0] Close

Access Time Lock ID

S

Query Condition e

R

to |:dnesday, March |w

[¥] Date

from |=dnesday,

s ©

User Name
.
like {Tom Tomlinson “_
—
[¥] Lodk Name
like: |Front Door
Operation \
— ¢
= |Unlock by FP v

N

16b) Specify Query Conditions by....

Date Range - If this box is checked (and no
other Query Conditions are checked), it will
search for all downloaded Audit Trail
records for specified Date Range only.

User Name - If this box is checked (and no
other Query Conditions are checked), it will
search for Audit Trail records for the
Specific User Name entered only.

Lock Name - If this is checked (and no other
Query Conditions are checked) it will search
for Audit Trail records specific to the Lock
Name entered only.

Operation - If this is checked (and no other
Query Conditions are checked) it will search
for Audit Trail records specific to the
Operation specified only.

If all four are checked (as is the case with this screen
shot), all Audit Trail records will be retrieved for Date
Range specified, where Tom Tomlinson unlocked the
Front Door with his fingerprint.
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Query and Print Record

| (i Bxport <2 Print [& Preview | (8] Close

Access Time lockID | Lock Mame UserID | User Name Operation

»

from |:dnesday,

to |:dnesday, March |

16c¢) In this case, we will search by
specific Date Range.

16d) Once Date Range is entered,

click QUERY.
Query and Print Record @
| Jouery | Bt < print [§Previen | (6] Close Count: 32
Access Time tion »
= 2
Query Condition = 2009-03-18 11:16:48 igoLt System Menu
Datz 050318 11:17:04 Faled 7P Access

I = 2009-03-18 1117:16 Faled FP Access
from [:dnesday, March | E o
i} 2008-03-13 11: Faled FP Access

to |adnesday, March i) 090318 11

9 Faled FP Access

2009-03-18 11:17:43 Failed FP Access

|:| User Name

s 2009-03-18 11:17:57 1 Front Door Failed PIN access
2008-03-18 11:19:40 1 Front Doar Bl Smith Login Svstem Meny
[ Locktiame 16e) Retrieved Audit Trail records will display the Date and Time of
ke the event, Lock ID that the event took place at, Lock Name that the
[ operaten Lock ID is associated to, User ID associated to the event, User Name

# associated to the User ID and the Operation that was performed per
the Query Conditions entered.
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IE=%)
L[g Close Count: 32
Access Time LockID | Lock Name UserID | User Name Operation | i
T2009-03-18 11:16:48 3 Front Door 001 Bl Smith Logout System Menu
= e [ 1 Front Door 00 Failed FP Access
16f) To PRINT retrieved % |1 Front Door o0 Faled PP Access
records’ click the PRINT 25 1 Front Door 000 Failed FP Access
38 1 Front Door 000 Failed FP Accese
button.
48 1 Front Door 000 Failed FP Access
_ 57 |1 Front Daor 000 Faled PIN access
| I | 2009-03-18 1% 1 Front Door 01 Bil Smith Login System Menu
[ Lotk Name 2008-03-18 11: 1 Front Door o1 Bil Smith Logout System Menu
ke '—‘ 2003-03-18 11:23:29 Y Front Door 005 Jack Tomlinson Unlock by FP
I 2009-03-18 11:23:33 1 Front Door 005 Jack Tomlinson Unlock by Passward =
[ operaten C meorminmr 1 Eront Door 001 51l Smith Login System Menu
= f 2009-03-18 11:26:31 1 Front Door oot Bil Smith Logout System Menu
2009-03-18 11:26:50 1 Front Door 001 &l Smith Unlock by FP
I 2009-03-18 11:27:48 1 Front Boor 000 Falled FP Access
| 2009-03-18 11:27:5% 1 Front Door 005 Jack Tamlinson Unlack by FP

T Sl
:Equry 'QE)q)crt ;aPrint [&Preview | (@) close o

Access Time LockID | Lock Mame UserID | User Name Operation | fad
Qe & 2009-03-18 11:16:48 3 Front Door 001 Bil Smith Logout System Menu
Date 0090318 1L17:04 |1 Front Daor 000 Faled FP Access
— 20090318 111716 |1 Front Daor 000 Faled FP Access
163) To EXPORT 030318 11:17:25 |1 Front Door 000 Falled FP Access
retrieved data to an 0000318 11:17:39 |1 Front Door 000 Faled FP Access
. . 09-03-18 1117:48 |1 Front Daor 000 Faled FP Access
Ms EXCEL flle’ CIICk on 09-03-18 11:17:57 1 Front Door 00 Failed PIN access
the EXPORT button 05-03-18 11: 1 Eront Door 001 il Srith Login System Menu
003-03-13 11:20:56 1 Front Door [ili} Bil Smith Logaut System Menu
- 09-03-18 11:23:29 1 Front Door 005 Jack Tomlinson Unlock by FP
| 2009-03-18 11:23:39 i Front Door 005 Jack Tomlinsan Unlock by Passward =
[ operaten |mwozm a2 i Front Daar 001 il Smith Lagin System Menu
E 2009-03-18 11:26:31 1 Front Door 001 Bil Smith Logaut System Menu
2008-03-13 11:26:50 1 Front Door 01 Bl Smith Unlock by FP
_|WerB e |t Front Daor 000 Faled FP Access
) 2008-03-18 11:27.58 1 Front Door 005 Jack Tamlinson Unlock by FP
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vSave As

My Recent
Documents

(12

Desktop
Iy Documents

My Computer

-

My Network

Save in | |D My Documents

(C2)My Albums
ia My eBooks
@ My Music
(S My muvees
(2] M

(CMy Received Files

[y videos
(L) 5ymantec

| [ TurboCAD Deluxe 15

16h) Choose the location on
your computer for where to
save the file.

My Sharing Fold

RVl Shering Folders 16i) Name the file
16j) Click SAVE.

File name: |E§n1_ng |i| i Save

Save as type: |Em::e|files {"xds) Iv] ’ Cancel ]
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4. Support Information:

For warranty support please call BioAxxis Development Corporation
directly at 315-635-5540 OR e-mail support@BioAxxis.com .

BIOAXXIS® BRAND LIMITED WARRANTY COVERAGE
“REPAIR OR REPLACE”
BIOAXXIS Limited Warranty Coverage begins on BioAxxis® brand

products from the date of purchase or original registration for the
following products and time periods...

BioAxxis® BD1 Two Years
BioAxxis® BD1-HS  Two Years
BioAxxis® L113 Two Years
BioAxxis® MA1 Two Years
BioAxxis® MALIAT  Two Years
BioAxxis® PCL-1 Two Years
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BIOAXXIS offers the following limited warranty on our

BioAxxis® brand products....

If the installed products listed above experience any mechanical or
electronic failure caused by defects in material, design or
manufacturing workmanship during the warranty period as defined
above, BIOAXXIS will either repair or replace the product for
customer at the full expense of BIOAXXIS, including Ground
shipping of replacement parts or products to customer.

BIOAXXIS determination of whether to repair or replace product
(irrespective of customer or other 3rd party opinion) shall be at
BIOAXXIS full and exclusive discretion. This determination will be
final and conclusive in all respects.

Limited Warranty does not cover the following...

1. Product finish (unless expressly stated in product specifications)
2. Abused or misused products

3. Installation damage or neglect

4.  Return Shipping charges on RMA

5. Expedited (2nd Day or Overnight) shipping of warranty
replacements

Any BioAxxis® products advertised by any reseller for less than the

current published MAP price will immediately cancel that reseller’s
ability to resell BioAxxis® products.
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In no event shall BIOAXXIS be liable for any incidental or

consequential damages arising from the sale or use of the product.

If Limited Warranty Coverage has been verified and a covered defect
acknowledged by BIOAXXIS, please call for an RMA Number per
stipulations in our Return Policy and send to...

BioAxxis Development Corporation

Attn: Returned Merchandise Authorization
15 East Genesee Street

Baldwinsville, New York 13027
1-315-635-5540
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